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- Response time of 15 minutes or less of vendor determining a
given malicious activity constitutes a security incident.

- Response time of 60 minutes or less for acknowledgement of a
help-desk submission from TAQEEM
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- Each of the Managed Security Service lines has its own SLA
outlining a service description for that service.

- As part of our Managed Security Services, vendor provides
TAQEEM with access to their Security Analysts within our SOCs
on a 24x7x365 basis:

e TAQEEM s may contact vendor 24x7x365 via the
TAQEEM Portal, telephone or email.

e SOC calls may be used for requesting assistance with
services, such as requesting more information regarding
escalated security incidents, assistance troubleshooting
possible device-related incidents or changing contact
information.
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10 Windows Servers

100 Windows Desktops (Laptops / tablets / POS)
20 Linux / Unix Servers

NA Mainframe / Midrange

Network Routers

Network Switches

NA Network Flows (NetFlow / Jflow / S-Flow)
5 Network Wireless LAN
NIC Network Load-Balancers
NA WAN Accelerator
NA Other Network Devices
2 FortiGate Network Firewalls (Check Point - Internal)
DMZ in NIC Network Firewalls (Check Point - DMZ)
NA Network Firewalls (Cisco - Internal)
NA Network Firewalls (Cisco - DMZ)
NA Network Firewall (Palo Alto)
Network VPN / SSL VPN
Network AntiSpam
Network Web Proxy
NA Other Security Devices
IIS (6) a?:f) Apache Web Servers (1IS, Apache, Tomcat)
MySQlL (??z)and saL Database (MSSQL, Oracle, Sybase)
Microsoft 365 Email Servers (Exchange, Sendmail, BES,

etc)
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Sophos AntiVirus / DLP Server
5 Other Applications (ERP, Inhouse, etc)

2 branches, 2 small
data centers (Main | Number of major branches/data centers
data center in NIC)
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4agl) &5l
HA Redundancy requirements
30 Virtual Servers and 8 )
physical Servers assets needed to be discovered

(total number of IT Assets)
80 Desktop/laptops

Number of users are in the network

100 in Total (e.g., Active directory users)

2 How many physical locations?

2 sites, IPSec VPN, 4 Number of Sites Tageem has?
websites and how they are connected?

Does Tageem has a Test

Yes :
Environment?

Are there any in-house developed
Yes, PHP applications? if yes, based on which
programming language?

8 Number of DB servers
MySQL and S.QL’ different DB types and versions
versions
2, size around 2 TB and Number of file servers, size,
Linux ubunntu operating system
2 Number of External IPs -

10 network subnet class 24 | Number of Internal IPs -

Number of network Devices
15 (Switches/Routers/Firewalls/Wireless
Access Controllers, Email gateways)

Switches -

Routers -

Firewall -

Number of Databases & Types- e-

MySQL (3) and SQL (3) services

1 Wireless access controllers -
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