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1 Perimeter/DMZ Firewalls — 4kl 4laall o)) jaa

e The ideal solution should have firewall throughput of 14.5/11.6 Gbps.
e The solution should include the following Next Generation Firewall features at a

minimum:

»DNS security

»Advanced threat protection

»Advanced URL filtering

»Cloud based malware sandboxing
e For sizing purposes, the proposed solution must consider following the below aspects:

»Threat Prevention throughput: 5.2/5.9 Gbps
»Max sessions: 1.4M
»New sessions per second: 145,000

e |t should cover the below routing specification:

»OSPFv2/v3 with graceful restart, BGP with graceful restart, RIP, static routing
»Policy-based forwarding

»Point-to-point protocol over Ethernet (PPPoE)

»Bidirectional Forwarding Detection (BFD)

e Should support dynamic IP reservation, tunable dynamic IP and port oversubscription
NAT functionality.

e Proposed firewall must support all types of VPN such as SSL,GRE,IPSEC etc.

o It should support active/active, active/passive, HA clustering for high availability with a
failure detection covering path monitoring and interface monitoring.

e Storage capacity should be 480 GB SSD.

e Should be configurable for IP Address Blacklist and Exempt List.

e The proposed solution must support multiple security zones.

e |t should support multiple logical firewall instances in a single appliance.

2 WAN Firewalls — 4=l 5l 28080 djlea o) jan

e The ideal solution should have firewall throughput of 14.5/11.6 Gbps.
e The solution should include the following Next Generation Firewall features at a
minimum:
»Advanced threat protection
»Cloud based malware sandboxing
e For sizing purposes, the proposed solution must consider following the below aspects:
»Threat Prevention throughput: 5.2/5.9 Gbps
»Max sessions: 1.4M
»New sessions per second: 145,000
o It should cover the below routing specification:
»OSPFv2/v3 with graceful restart, BGP with graceful restart, RIP, static routing

N
9
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»Policy-based forwarding
»Point-to-point protocol over Ethernet (PPPoE)
»Bidirectional Forwarding Detection (BFD)

Should support dynamic IP reservation, tunable dynamic IP and port oversubscription
NAT functionality.

Proposed firewall must support all types of VPN such as SSL,GRE,IPSEC etc.

It should support active/active, active/passive, HA clustering for high availability with a
failure detection covering path monitoring and interface monitoring.

Storage capacity should be 480 GB SSD.

Should be configurable for IP Address Blacklist and Exempt List.

The proposed solution must support multiple security zones.

It should support multiple logical firewall instances in a single appliance.

Campus Access Switches - 4 )l 44l Cle s

Provide Access Switches for users, endpoints, and access points with the below minimum
specifications:
el g A Cliea) sall (gia Gy SLOU g o 5 3ea) 5 pediiinnall 5 A 50l 5 56 Qo 53l 4 k) Cile ) gall b 53

Modular Uplink Module

480 Gbps of Stacking Bandwidth Support and up to 8 switches in a single stack
Support 48 Ports UPOE, 36x 100M/1G/2.5G + 12x Multigigabit
(100M/1G/2.5G/5G/10Gbps), 2x 25G modular uplinks, & redundant power module.
Support UPOE

Total number of MAC addresses: 32,000

IPv4 routing entries: 32,000

IPv6 routing entries: 16,000

QoS scale entries: 5,120

ACL scale entries: 5,120

16 MB buffer

DRAM: 8G

Flash: 16G

Switching Capacity: 580 Gbps

Switching Capacity with stacking: 1060 Gbps

Forwarding rate: 431.54 Mpps

Forwarding rate with stacking: 788.69 Mpps

SD-Access Enabled

Supports 256 virtual networks when deployed as SD-Access Edge Nodes

The proposed switches should come with the below requirements for each switch:

»Two Power Supplies 1100W AC

»Stacking Cable 50cm and Stack Power Cable 30 CM
»2-Port 25G Uplink Module

>3 Years Network Advantage Edition License

»Vendor Support and warranty for 3 Years with 8x6xNBD SLA.
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4 Campus Core Switches - Sl shad) 4808 4 Hll Sle j all
Provide Core Switches to connect the different network zones with the below minimum
specifications: :
t) sy Al il gall (38 Eay AabiAal) A0 UL Jua il A 1) Cile ) sall i g
e High-performance switch with 48x 1/10/25G Gigabit Ethernet + 4x 40/100G Uplink
e Intel 2.4-GHz x86 CPU with up to 120 GB of USB 3.0 or up to 960 GB of SATA SSD
storage for container-based application hosting
e Up to 6.4-Tbps switching capacity with up to 2 Bpps of forwarding performance
¢ Platinum-rated AC/DC power supplies
e QoS ACL scale Up to 16,000
e Up to 36 MB of unified buffer per ASIC
e Total number of IPv4 routes Up to 256,000
e |Pv6 support in hardware, providing wire-rate forwarding for IPv6 networks
e |EEE 802.1ba AV Bridging (AVB) built in to provide a better AV experience through
improved time synchronization and QoS
e Precision Time Protocol (PTP; IEEE 1588v2) provides accurate clock synchronization
with sub-microsecond accuracy, making it suitable for distribution and synchronization
of time and frequency over the network
e Dual-stack support for IPv4/IPv6 and dynamic hardware forwarding table allocations,
for ease of IPv4-to-IPv6 migration
e Support for both static and dynamic NAT and Port Address Translation (PAT)
o Scalable routing (IPv4, IPv6, and multicast) tables and Layer 2 tables
e Highest wireless scale for Wi-Fi 6 and 802.11ac Wave 2 access points supported on a
single switch
e Highest wireless scale for Wi-Fi 6 and 802.11ac Wave 2 access points supported on a
single switch
e Support for AES-256 with the powerful MACsec 256-bit encryption algorithm available
on all models
e Trustworthy solutions: Trust Anchor module, Secure Boot, Image Signing, Modern
Crypto, Runtime Defenses
e UADP 3.0
e Switching Capacity of Up to 3.2Tbps
e Forwarding rate up to 1Bpps
e Total number of MAC Addresses: Up to 82,000
e SD-Access enabled
¢ The proposed switches should come with the below requirements for each switch:

»Advantage subscription for 3 years
»Two 650W AC power supplies
»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

5 Server Farm TOR Switches - sl Gile j5e

Provide TOR Switches to connect the Servers and devices with the below minimum
specifications:
A Ciaal ally 5 5eaY) 5 ol Al Jam il a8 e 50 558
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e Modular Uplink Module

e 1 Tbps of Stacking Bandwidth Support and up to 8 switches in a single stack

e Support 24 ports 24 port 25G/10G/1G SFP28, 8 x 10G/25G Network Module
SFP+/SFP28, & redundant power module.

e Total number of MAC addresses: 32,000

e |Pv4 routing entries: 39,000

e |IPv6 routing entries: 19,500

¢ QoS scale entries: 4,000

e ACL scale entries: 8,000

e 16 MB buffer

e DRAM: 16G

e Flash: 16G

e Switching Capacity: 2,000 Gbps

e Switching Capacity with stacking: 3,000 Gbps

e Forwarding rate: 1,488 Mpps

¢ Forwarding rate with stacking: 2,232 Mpps

e SD-Access enabled

¢ The proposed switches should come with the below requirements for each switch:

»Two Power Supplies 715 W AC

»Stacking Cable 50cm and Stack Power Cable 30 CM
»8-Port 10G/25G Uplink Module

»3 Years Network Advantage Edition License

»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

6 DMZ Switches - >kl dc 5 jie dshaidl e j5a
Provide DMZ Switches to connect the published services with the below minimum
specifications:
AUl claal sl Published Servers Jua iiDMZ 48030 Cile jga b 53

e Modular Uplink Module

e 480 Gbps of Stacking Bandwidth Support and up to 8 switches in a single stack

e Support 48 ports data, 8x 10G modular uplinks, & redundant power module.

e Total number of MAC addresses: 32,000

e |Pv4 routing entries: 32,000

e |Pv6 routing entries: 16,000

¢ QoS scale entries: 5,120

e ACL scale entries: 5,120

e 16 MB buffer

e DRAM: 8G

e Flash: 16G

e Switching Capacity: 256 Gbps

o Switching Capacity with stacking: 736 Gbps

e Forwarding rate: 190.47 Mpps

e Forwarding rate with stacking: 547.62 Mpps

e The proposed switches should come with the below requirements for each switch:

WO ie “
/;& \
7 . .
e\
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»Two Power Supplies 350W AC

» Stacking Cable 50cm and Stack Power Cable 30 CM
»8-Port 10G Uplink Module

»3 Years Network Advantage Edition License

»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

7 Internet and WAN Switches - 3Uaill Zau) 5l) 2E] 5 s i) Gl e ) g
Provide Outer Failover switches for Internet zone to connect Internet Firewalls and Internet
Routers and Outer Failover switches for WAN zone to connect WAN Firewalls and WAN

Routers with the below minimum specifications:
Llea gl aa Joa st @laill da) p 4800l e 5a 5 i Y g sy i Y dilea () paa Jaua 58l i 5 e jga ol 55

A il sally (3Uaill dad o ASu Cilga a5 (3Ll Aanad 5l A0

e Fixed Uplink Module

e 320Gbps of Stacking Bandwidth Support and up to 8 switches in a single stack
o SD-Access support with Limited (256 Virtual Networks)

e Support 24 ports data, 4x 1G fixed uplinks, & redundant power module.

e Total number of MAC addresses: 32,000

e |IPv4 routing entries: 32,000

e |IPv6 routing entries: 16,000

¢ QoS scale entries: 5,120

e ACL scale entries: 5,120

e 16MB buffer

e DRAM: 8G

e Flash: 16G

e Switching Capacity: 56 Gbps

o Switching Capacity with stacking: 376 Gbps

e Forwarding rate: 41.66 Mpps

o Forwarding rate with stacking: 279.76 Mpps

¢ The proposed switches should come with the below requirements for each switch:

»Two Power Supplies 350W AC

»Stacking module with 50cm stack cables

>3 Years Network Advantage Edition License

»Vendor Support and warranty for 3 Years with 8xX56xNBD SLA.

8 Internet and WAN Routers - 3l dau sl A0l 5 < iyl GlSad Glga e
provide Internet and WAN routers with the below minimum specifications:
Al Cilical gally Uil dad ol AK0E) 5 s YY) A Cilga o yad 63
e Intel ® x86 CPU with 8 GB memory default (up to 32 GB memory upgrade)
e High-performance multicore processors that support high-speed WAN connections
e Dynamic core allocation architecture that can leverage data plane cores for I/0 and
service plane as per the user’s configuration
e Upto 1.9 Gbps SD-WAN IPsec throughput
e Increases scalability for IPsec throughput needs for medium-sized and large branches
e Secure Sockets Layer (SSL) and crypto hardware acceleration

TC-22-11-412 A SV a8, Al sl 8 1444/05/14 :JlaaY) &0
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-1Rack-Unit (1RU)

Hardware-anchored Secure Boot and Secure Unique Device Identification (SUDI)
support for Plug and Play to verify the identity of the hardware and software

platform with one SM slot, 1 NIM slot, and six 1 Gigabit Ethernet ports (4x RJ45 & 2x
SFP)

Network Advantage and SD-WAN subscription ready On-Prem Lic 3Y - upto 1G
throughput

The proposed Routers should come with the below requirements for each Router:

»Two Power Supplies 250 WAC

»8GB memory

»>Two 1000BASE-LX/LH SFP transceiver module, MMF/SMF, 1310nm, DOM

»Network Advantage and SD-WAN subscription ready On-Prem Lic 3Y - upto 1G
throughput

»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

Wireless Access Points - 481301 J g 6l Ll

Provide Wireless Access Points with the below specifications:

8x8 uplink/downlink MU-MIMO with eight spatial streams

Uplink/downlink OFDMA

TWT

BSS coloring

MRC

802.11ax beamforming

20-, 40-, 80-, and 160-MHz channels

PHY data rates up to 5.38 Gbps (8x8 80 MHz or Dual 4x4 80+80 MHz on 5GHz and
4x4 20 MHz on 2.4)

Packet aggregation: A-MPDU (transmit and receive), A-MSDU (transmit and receive)
802.11 DFS

CSD support

WPAS support

Integrated antenna with the below specs:

»2.4 GHz: Peak gain 4 dBi, internal antenna, omnidirectional in azimuth
»5 GHz: Peak gain 6 dBi, internal antenna, omnidirectional in azimuth
OFDMA and MU-MIMO

Multi-gigabit support

Indoor Environments

Available with optional embedded wireless controller

Container support enables edge computing capabilities for IoT applications on the
host access point.

Wi-Fi 6 (802.11ax)

Support RF ASIC that is fully integrated Software-Defined Radio (SDR) that can
perform advanced RF spectrum analysis and delivers features such as Cisco

X "
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CleanAir, Wireless Intrusion Prevention System (WIPS), FastLocate, and Dynamic
Frequency Selection (DFS) detection.

e Allows the access points to intelligently determine the operating mode of serving
radios based on the RF environment. The access points can operate in the following
modes:

»Dual-radio mode: One 8x8 5 GHz and one 4x4 2.4 GHz. One radio will serve clients
on the 5-GHz band, while the other serves clients on the 2.4-GHz band.

» Tri-radio mode: * Dual 4x4 5 GHz and one 4x4 2.4 GHz. With two 4x4 5-GHz and
one 4x4 2.4-GHz radios (tri-radio) inside the access point, client device capacity can
be increased on demand.

e provides uplink speeds of 5 Gbps and 2.5 Gbps, in addition to 100 Mbps and 1 Gbps.

All speeds are supported on Category 5e cabling, as well as 10GBASE-T (IEEE
802.3bz) cabling.

e Integrated Bluetooth Low Energy (BLE) 5 radio enables location-based use cases
such as asset tracking, wayfinding, and analytics.

e 2048 MB DRAM

e 1024 MB flash

e Dimensions (W xL x H): 8.9 x 8.9 x 1.88 in. (22.6 x 22.6 x 4.8 cm)

e 1x 100, 1000, 2500, 5000 Multigigabit Ethernet (RJ-45) — IEEE 802.3az

¢ Management console port (RJ-45)

e USB 2.0 at4.5wW

e The proposed Access points should come with the below requirements for each
switch:

»Advantage subscription for 3 years
»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

10 Wireless LAN Controllers - &Sl aSa5 Cilaa
Provide Wireless LAN Controller with the below specifications.
Al Glia) gally KLU ASail) 3 el yd 65
e Maximum number of access points: 250
e Maximum number of clients: 5000
e Maximum throughput: 5 Gbps
e Maximum VLANSs: 4096
e Fixed uplinks: 2x 10G/Multigigabit fiber
e Wireless Controller has enhanced capability to increase performance through a
Performance license.
e Support High availability and seamless software updates, enabled by hot and cold
patching, keep clients and services always on in planned and unplanned events.
e The controller comes with built-in security: Secure Boot, runtime defenses, image
signing, integrity verification, and hardware authenticity.
e Support Automated device provisioning
e Support API-driven configurations
e The proposed Wireless LAN Controllers should come with the below requirements for
each Controller:
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»Single Power Supply 110 WAC
»Two 10GBASE-SR SFP Modules
»Vendor Support and warranty for 3 Years with 8x6xNBD SLA.

11 Fusion Routers — 4S il cileadll e §5a
Provide Switches for Virtual routing and forwarding (VRF) leaking across SD-Access Fabric
domains, and enables host connectivity to shared services
A il sally A8 jidall Clardd) Jua sil Clle jse 55
o High-performance switch with 24x 1/10/25G Gigabit Ethernet + 4x 40/100G Uplink
e Intel 2.4-GHz x86 CPU with up to 120 GB of USB 3.0 or up to 960 GB of SATA SSD
storage for container-based application hosting
e 16GB DRAM
e 16GB Flash Memory
e Platinum-rated AC/DC power supplies
e QoS ACL scale Up to 16,000
e Up to 36 MB of unified buffer per ASIC
e Total number of IPv4 routes Up to 256,000
e |Pv6 support in hardware, providing wire-rate forwarding for IPv6 networks
o |EEE 802.1ba AV Bridging (AVB) built in to provide a better AV experience through
improved time synchronization and QoS
e Precision Time Protocol (PTP; IEEE 1588v2) provides accurate clock synchronization
with sub-microsecond accuracy, making it suitable for distribution and synchronization
of time and frequency over the network
e Dual-stack support for IPv4/IPv6 and dynamic hardware forwarding table allocations,
for ease of IPv4-to-IPv6 migration
e Support for both static and dynamic NAT and Port Address Translation (PAT)
e Scalable routing (IPv4, IPv6, and multicast) tables and Layer 2 tables
e Highest wireless scale for Wi-Fi 6 and 802.11ac Wave 2 access points supported on a
single switch
e Support for AES-256 with the powerful MACsec 256-bit encryption algorithm available
on all models
e Trustworthy solutions: Trust Anchor module, Secure Boot, Image Signing, Modern
Crypto, Runtime Defenses
e UADP 3.0
e Switching Capacity of Up to 2.0Tbps
e Forwarding rate up to 1Bpps
e Total number of MAC Addresses: Up to 82,000
e The proposed switches should come with the below requirements for each switch:

»Advantage subscription for 3 years
»Two 650W AC power supplies
»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.
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12 DNA Center Appliances - 4.l 453 )3 aal 52

Provide cluster of SD-Access Assurance and Automation servers which support SD-Access
and Assurance network Operation with the below minimum specifications:

A ilia) gally 38 peal) Sl Clna o dalal) AS0AN dial 5 5 Il adl & 53
Automatically discovers and maps network devices to a physical topology with
detailed device-level data. The discovery function uses the following protocols and
methods to retrieve device information, such as IP addresses, neighboring devices,
and hosts connected to the device:

»CDP

»Link Layer Discovery Protocol (LLDP) for endpoints

»|P Device Tracking (IPDT) and Address Resolution Protocol (ARP) entries for host
discovery

»LLDP Media Endpoint Discovery (LLDP-MED) for discovering IP phones and some
servers

»Simple Network Management Protocol (SNMP) versions 2 and 3
Retrieves and saves details, such as host IP addresses, MAC addresses, and network

attachment points, about devices in its database.
Allows you to manage your network in a hierarchical fashion by letting you add areas
and buildings on a geospatial map.

Manages software upgrades and controls the consistency of image versions and
configurations across your network. Speeds and simplifies the deployment of new
software images and patches. Pre- and post-checks help ensure no adverse effects
from an upgrade.

Network compliance audit feature allows network operators to quickly assess the
devices that don’t adhere to corporate standards.

An administrator can tag network devices to associate devices that share a common
attribute.

Allows network operators to compare any two device configuration versions in a very
visual manner.

Simplified workflows for physical and virtual branch automation; day-0 router, and NFV
design. Onboard WAN devices and services

Intent-based workflows for simplified wireless deployment and automation

Allows the creation of policies based on business intent for a particular part of the
network.

Allows policies to be assigned to applications based on business relevance.
Assurance dashboards that give a high-level overview of the health of every network
device and client on the network, wired and wireless.

Provides a general overview of the health of all applications on the network. Includes a
special section on applications that have been tagged as business relevant. Business-
relevant application issues are highlighted, with suggested remediation for any
anomalies.

Defines the next intelligence evolution and helps in complex workflows where the
result of one action determines the next.

Allows users to be mapped to one of the four predefined roles. The role determlnes
what types of operations a user can perform within the system.
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Supports complete backup and restore of the entire database for added protection.
Integrates with Requested NAC Solution

Number of devices (switch, router, wireless controller): 1,000

Number of wireless access points: 4,000

Number of wireless sensors: 600

Number of concurrent endpoints: 25,000

Number of ports: 48,000

NetFlow: 30,000 Flows/sec

Number of fabric domains: 10

Number of fabric sites:500

The proposed Solution should be cluster of three appliances and each appliance with
the below:

»44 CPU Cores

»8x 32GB RAM

»Two 770W AC Power Supplies

»2x 10GBASE-SR SFP Module, Enterprise-Class

»Vendor Support and warranty for 3 Years with 8x56xNBD SLA.

13 Network Access Control - 4.l J a5l 3 oSl

Provide Network access control servers will all required licenses with the below minimum
specifications:

A i) sl &y sllaal) Gl Sl gaan s 4S8l J gua gl (3 oSl o) A i 5
Provides a range of access control options, including downloadable Access Control
Lists (dACLs), Virtual LAN (VLAN) assignments, URL redirections, named ACLs, and
Security Group ACLs (SGACLs) with Cisco Security Group technology.

Provides the ability to swiftly roll out highly secure network access By deriving
authentication and authorization from login information across application layers,
allowing user access without requiring an 802.1X supplicant to exist on the endpoint.
Provides a rule-based, attribute-driven policy model for flexible and business-relevant
access control policies.

Includes attributes such as user and endpoint identity, posture validation,
authentication protocols, device identity, and other external attributes. These attributes
can be created dynamically and saved for later use.

Integrates with multiple external identity repositories such as Microsoft Active
Directory (On-Prem or Azure AD), Lightweight Directory Access Protocol (LDAP),
RADIUS, RSA One-Time Password (OTP), certificate authorities for both
authentication and authorization, Open Database Connectivity (ODBC) and SAML
providers.

Helps administrators centrally configure and manage profiler, posture, guest,
authentication, and authorization services in a single web-based GUI console.
Simplifies administration by providing integrated management services from a single
pane of glass

Security Group Policy software-defined segmentation provides simpler segmentatlon
through the use of Security Group Tags (SGT) ’

TC-22-11-412 A SV a8, Al sl 8 1444/05/14 :JlaaY) &0

" fo Accred\\e



43 sxead) Ay el ASLadll
uraoieod groiiol) dyageul dall M Cradinall (prasall 0 grid) Apgll
oy el Baa g — AS jidall cileaall 3,12

Saudi Authority for Accredited Valuers TQQEEM iliaal el 5 Ja syl A S

e Group information propagates SGTs across network devices in the data path (inline
tagging) or via Security group tag exchange protocol (SXP) IP-to-SGT binding
information where devices do not have the capability to tag packets with SGTs.

e Provides a streamlined experience for implementing and customizing guest network
access.

o Creates corporate-branded guest experiences with advertisements and promotions in
minutes. Support is built in for hotspot, sponsored, self-service, and numerous other
access workflows.

e Provides the administration with real-time visual flows that bring the effects of the
guest flow design to life.

o Tracks access across the network for security, compliance, and full guest auditing.
Time limits, account expirations, and SMS verification offer additional security
controls.

e Streamlines access so guests can use their social media credentials to connect.

e Automates supplicant provision and certificate enroliment for standard PC and mobile
computing platforms. Provides more secure access, reduces IT help desk tickets, and
delivers a better experience to users.

e Enables end users to add and manage their devices with self-service portals and
supports SAML 2.0 for web portals.

¢ Integrates with MDM/EMM vendors for mobile device compliancy and enroliment.

e Uses standard RADIUS protocol for Authentication, Authorization, and Accounting
(AAA).

e Supports a wide range of authentication protocols, including, but not limited to PAP,
MS- CHAP, Extensible Authentication Protocol (EAP)-MD5, Protected EAP (PEAP),
EAP-Flexible and TEAP.

e Supports the TACACS+ protocol

e Grants users access based on credentials, group, location, and commands.

e Provides access to device configuration on a need-to-know and need-to-act basis
while keeping audit trails for every change in the network.

o Offers an easy-to-deploy internal certificate authority.

e Provides a single console to manage endpoints and certificates. Certificate status is
checked through the standards-based Online Certificate Status Protocol (OCSP).
Certificate revocation is automatic.

e Supports standalone deployments, products integrated on pxGrid, and subordinate
ones (that is, ones in which the certificate authority is integrated with your existing
enterprise public key infrastructure, or PKI).

o Facilitates the manual creation of bulk or single certificates and key pairs to connect
devices to the network with a high degree of security.

e Populated with predefined device templates for many types of endpoints, such as IP
phones, printers, IP cameras, smartphones, and tablets. with additional device
templates available for specialized devices such as medical, manufacturing, and
building automation.

VR AET
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Creates custom device templates to automatically detect, classify, and associate
administration- defined identities when endpoints connect to the network.
Associates endpoint-specific authorization policies based on device type.
Collects endpoint attribute data with passive network monitoring and telemetry.
Delivers automatic updates of Cisco’s validated device profiles for various IP-enabled
devices from multiple vendors. Simplifies the task of keeping an up-to-date library of
the newest IP-enabled devices.
Gives partners and customers the ability to share customized profile information to be
vetted by Cisco and redistributed.

Performs posture assessments to endpoints connected to the network.
Enforces the appropriate compliance policies for endpoints through a persistent client-
based agent, a temporal agent, or a query to an external MDM/EMM.
Provides the ability to create powerful policies that include, but are not limited to,
checks for the latest OS patch, antivirus and antispyware packages with current
definition file variables (version, date, etc.), antimalware packages, registry settings
(key, value, etc.), patch management, disk encryption, mobile PIN-lock, rooted or
jailbroken status, application presence, and USB-attached media.
Supports automatic remediation of PC clients as well as periodic reassessments
alongside leading enterprise patch-management systems to make sure the endpoint is
not in violation of company policies.
Provides hardware inventory for full network visibility.
Provides comprehensive authentication and authorization against multiforest Microsoft
Active Directory domains.
Groups multiple, disjointed domains into logical groups.
Includes flexible identity rewriting rules to smooth the solution’s transition and
integration.
Supports Microsoft Active Directory 2003, 2008, 2008R2, 2012, 2012R2, 2016, and
2019.
Offers a built-in help web console for monitoring, reporting, and troubleshooting.
Provides robust historical and real-time reporting for all services. Logs all activity and
offers real- time dashboard metrics of all users and endpoints connecting to the
network.
Meets the requirements of Federal Information Processing Standard (FIPS) 140-2,
Common Criteria, and Unified Capabilities Approved Product List.
IPv6 ready.
Deployment must support high availability
NAC Appliance should come with the below specs should come

»1 — Intel Xeon 2.10 GHz 4110

»Cores per processor: 8

»Memory: 32 GB (2 x 16 GB)

»Hard Disk: 1 - 2.5-in. 600-GB 6Gb SAS 10K RPM
»Network Interfaces: 2 X 10Gbase-T and 4 x 1GBase-T
»Power Supplies: 1 x 770W

»Endpoints supported in a standalone configuration: 10,000
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»Endpoints supported per Policy Services Node: 10,000

»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

»The solution should come with Device Admin Node License for Device
administration access control

»The proposed solution should come with 600 Premier Subscription with 3 Years
Subscription

14 Core Collaboration Hosting Servers - i)l as gall c¥Lai¥l ol 55

Provide Collaboration Hosting Servers with the minimum below specifications to host Cire
UC Applications like call control, voice mail, Business IM and Presenc :

A il sally Ay 1) 5aa gl VLAY Clipdat Aaliatn aa sall CVLATY) a3l 53 i 53
e Supports multiple applications (typically 8 to 10) in a single virtualized server platform;
maximum capacity of 1000 users, 2500 devices, and 100 contact center agents.
e The servers are delivered ready for use, with a preinstalled virtualization hypervisor
and preloaded software, ready to install.
¢ 1RU Rack-mount Server
e Dual Xeon 4114 2.2 GHz 10 Cores CPU

e 64 GB RAM
e VMware + UC apps boot from DAS (single 8-disks-RAID5 of 300GB 12G SAS 10K
SFF)

e Ethernet ports on motherboard and dual NIC

e 20 total physical cores

e Capacity Available to VMs: 56 GB physical RAM

e Capacity Available to VMs: ~1TB usable disk space

e Ethernet ports on motherboard and single NIC

e 1x1GbE (CIMC), 2x 10GbE and 4x 1GbE (LOM)

e Dual Power Supplies

e Embedded Virt. Basic 7x software for dual processors

e Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

15 Edge Collaboration Hosting Servers — 4.kl as gall YLty ool

Provide Collaboration Hosting Servers with the minimum below specifications to host Edge
UC Applications like expressway:

A il gally 48 k) 3 gall VLAY il diliainl sas gall VLAY 20l s i g3

e Supports multiple applications (typically 5 to 7) in a single virtualized server platform;
maximum capacity of 1000 users, 1200 devices, and 100 contact center agents. Ideal
for medium-scale end-to-end collaboration deployments.

e The servers are delivered ready for use, with a preinstalled virtualization hypervisor
and preloaded software, ready to install.

¢ 1RU Rack-mount Server

e Single Xeon 4114 2.2 GHz 10 Cores CPU

e 48 GB RAM
e VMware + UC apps boot from DAS (single 6-disks-RAID5 of 300GB 12G SAS 10K
SFF)
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e 10 total physical cores

e Capacity Available to VMs: 40 GB physical RAM

e Capacity Available to VMs: ~1TB usable disk space

e Ethernet ports on motherboard and dual NIC

e 1x 1GbE (CIMC), 2x 10GbE (LOM)

e Single Power Supplies

e Embedded Virt. Basic 7x software

e Vendor Support and warranty for 3 Years with 8x5xNBD SLA.

16 Video Conference Bridge Servers — & ll &¥Lail aal &

Provide Cluster of Conference Bridge Servers with the following specifications:
AUl Cldal galls 4 jall YLt Cilinhad aies Adlainl 40 jall VLAY 2l & 5 o

e Advanced Interoperability

e Anyone can join a meeting and enjoy a high-quality, consistent, and familiar
experience using:

¢ Video endpoints

e Jabber client

e Meeting App (native or with a WebRTC-compatible browser)

o Skype for Business on premises or Office 365

e The Meeting Server supports up to 120 HD ports whereas specification-based servers
support up to 2.5 HD ports per physical core. Further details can be found here.

e Multiple Call Bridges, which can be deployed as a cluster to offer scale, resiliency, and
multiple geographical points of presence

e Clustering Call Bridges enables:

» Meetings that can span multiple Call Bridge instances for capacity needs, scaling
needs, or geographic distribution

» Intelligent distribution linking. When meetings span multiple Call Bridge instances,
intelligent distribution links are automatically maintained between Call Bridge
instances to create a seamless, single meeting experience for all participants

» Seamless scalability between hardware platforms, enabling customers to deploy
different server types and sizes where they are needed

» Bandwidth optimization for meetings between offices in different locations

> Intelligent load balancing of call demand across available Call Bridges for load
distribution

» Optimized placement of calls across Call Bridges to reduce internal distribution
links

» Call bridge grouping to split large clusters into localities to optimize load balancing
and resource allocation based on proximity

» Horizontal scaling of services for increased capacity

» Clustering up to 24 Call Bridge instances within a cluster

» Clusters support up to 40 calls per second. (This is inclusive of participants calling
in as well as internal calls required to load balance, move participants, etc.)

» A meeting on a single Call Bridge supports up to 450 participants or up to 2,600
participants across multiple Call Bridges in a single cluster

e Conference recording and streaming when you need to archive or to extend beyond

the Meeting Server deployment
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Ability to synchronize up to 75,000 Lightweight Directory Access Protocol (LDAP)
users across a 24-node cluster, with each user having their own meeting space
Capable endpoints can display video across one, two, or three screens

End users can concentrate on collaborating without worrying about how the
technology works. These Meetings products provide a range of options optimized for
multiple collaboration scenarios:

Capable endpoints can display video across one, two, or three screens

APls can be used to configure which participants are seen on the screen

A range of layouts is available to choose from that suit the majority of meetings. The
ability to create and use unique custom layouts is also available via a separate
license.

Meeting Management

The Meeting Management displays active meeting information with controls for
managing the Meeting Server deployment, without requiring the operator to
understand the complexities of the underlying video bridge configuration and call
setup. Supported functions include:

The ability to list active and upcoming meetings for a 24-hour period across the
Meeting Server clusters, as well as the ability to sort, filter, and search

The ability to list participants in an active meeting

» See who is speaking in the conference

» Sort, filter, and search participants

» Mute and unmute audio for individuals, all, or groups of selected people or new
participants

» Mute and unmute video

» Make participants important

» Change the layout (meeting wide or individually)

» Add or drop participants

» View call statistics (audio, video, or presentation)

» Start a recording or streaming session of the meeting

» Move participants between meetings
Display a dashboard for license usage

A meeting events log, which is retained for seven days

Support Capacity of:

120 HD calls (720p30)

30 Full HD calls (1080p60)

240 SD calls (448p30)

Up to 1080p at 60 fps for main video and up to 1080p30 for content

Recordings can be configured between voice, 720p30, or 1080p30

Streaming can be configured between 720p30 and 1080p30

Each Video Conference Brdige Servers with the below specifications should come

»Dual Intel 6240 2.6GHz 18Core CPU

»192GB RAM Memory

»Power Supplies: 2 x 770W

»Embedded Virt. enhanced 7x software for dual processors
»Vendor Support and warranty for 3 Years with 8x5xNBD SLA.
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17 Voice Gateways — < sall Sl o
Provide a Voice Gateway for terminating the SIP trunk from Telephony Service Provider. The
Voice Gateway should support redundant power supply and licenses for 30 SIP concurrent
sessions
AU Clial sally (o A Juai¥) 8 58 Ailed) dexall 35 50 pa day )l A pa Al 50 i 58
e Intel ® x86 CPU with 8 GB memory default (up to 32 GB memory upgrade)
e High-performance multicore processors that support high-speed WAN connections
e Dynamic core allocation architecture that can leverage data plane cores for I/0 and
service plane as per the user’s configuration
e Upto 1.9 Gbps SD-WAN IPsec throughput
e Increases scalability for IPsec throughput needs for medium-sized and large branches
e Secure Sockets Layer (SSL) and crypto hardware acceleration
e 1-Rack-Unit (1RU)
e Hardware-anchored Secure Boot and Secure Unique Device Identification (SUDI)
support for Plug and Play to verify the identity of the hardware and software
e platform with one SM slot, 1 NIM slot, and six 1 Gigabit Ethernet ports (4x RJ45 & 2x
SFP)
¢ Network Advantage subscription On-Prem Lic 3Y - upto 100M throughput
e Support Unified Communications: CME, SRST, CUBE
e Support up to 7000 trunk sessions
e Support up to 40 Call/sec sustainable call setup rate
e The proposed Routers should come with the below requirements for each Gateway:

»Two Power Supplies 250 WAC

»8GB memory

»PVDM with 32-channel DSP

»0One 1000BASE-LX/LH SFP transceiver module, MMF/SMF, 1310nm, DOM
»Network Advantage subscription On-Prem Lic 3Y - upto 25M throughput
»Vendor Support and warranty for 3 Years with 8xX6xNBD SLA.

18 Collaboration Services and Licenses- 32 sl &YLaW (ol )
Provide collaboration licenses to provide the Collaboration and Video Meetings capabilities
with the following features:

AUl Cldal gally 4 jall 5 3o gall VLAY Clindal ae X3 Sl pad ) yd 6

e Call-processing engine. It extends voice and video features to network devices such
as IP phones, telepresence endpoints, media-processing devices, gateways, and
multimedia applications. Call-processing engine is equipped for use with the Instant
Messaging (IM) and Presence Service. In addition, multimedia conferencing,
collaborative contact centers, and interactive multimedia response systems are made
possible through its open telephony APIs.

* Integrates voice-messaging and voice-recognition functions to provide continuous
global access to calls and messages. Its advanced convergence-based
communication services allow you to use natural-language voice commands to place
calls or listen to messages in hands-free mode and to check voice messages from
your desktop, either from your email inbox or using a web browser. It also provides
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robust auto-attendant functions, including intelligent routing for incoming calls and
easily customizable call-screening and message-notification options.

e |M and Presence Service provides embedded standards-based enterprise instant
messaging and network-based presence. The service is secure, scalable, easy to
manage, and rich in features. It’s tightly integrated with Jabber® desktop and mobile
instant messaging and presence clients and the Jabber Software Development Kit
(SDK). Collaboration clients such as Jabber use products from the collaboration
portfolio to perform many functions, such as instant messaging, presence, click-to-call,
phone control, voice, video, visual voicemail, and web collaboration.

e Advanced Gateway that helps make collaboration as simple, secure, and effective
outside the organization as it is inside. Expressway provides remote access to mobile
users and teleworkers, without the need for a separate VPN client. It supports
business-to-business and business-to-consumer collaboration, and video
interoperability with third-party standards-based systems.

e On premises-based video, audio, and web communication meetings applications to
meet the collaboration needs of the modern workplace. It works with third-party
devices and provides an enjoyable and intuitive user experience. It also scales easily
and can be purchased using our all-in-one, user-based multiparty licensing offer.

e The proposed Licenses must be term-based licenses that cover the below
requirements:

»110 Named Users Calling Professional Licenses

»14 Named Users Telepresence Room

»30 CUBE Enhanced Trunk Session License

»9 On-Prem Shared Meeting License

»All Licenses to be subscription-based Licensees for 3 years

19 Executive Meeting Room Video Conference Unit

GAT paal) 43 A1 i sall Juaiyl 3 3¢l
Provide Video Conference End Points that cover Executive meeting room with Speaker and
Presenter Tracking with the below minimum specifications:

I Clieal palls Caaaiall i ae S sl uaall A il AELE () g At je Jladl Gl s Lyl 53

o Brings Powerful, integrated cameras that deliver intelligent view capabilities, such as
automatic framing and speaker tracking; automatic noise suppression to reduce
meeting disruptions

e Supports up to three screens, dual content sources, wireless sharing, and 4K content
make for great presentations

e People count for usage metrics and resource allocation; tight integrations with screens
to enhance user interactions; APls and macros allow meeting personalization

e Built for both cloud and on-premises deployment

e UHD resolution to support large screen surfaces

e 1.5 Rack Units (RU) high, rack mountable, with optional rack-mounting solution

e Professional-grade connectors using Euroblock / Phoenix

e Unmatched quality and flexibility
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Standards-compliant 1080p and 2160p solution, compatible with standards-based
video without losing features

Supports Intelligent Proximity for content sharing to mobile devices and wireless
sharing from Macs and PCs

Supports switched conferencing for enhanced layouts and enabling video on multiple
screens

Easy control of room peripherals such as lights, room dividers, and curtains directly
from the Room Navigator through the API (requires external third-party control system
processor)

Limitless integration possibilities

Participate in Webex whiteboarding sessions from the Webex App; receive on-screen
notification of shared whiteboard content (supported on cloud-registered devices)
Embedded MultiSite with up to 5 participants

6 simultaneous video inputs that can be combined individually on all 3 outputs

Calls with HD video and UHD content

Simplified join-meeting experience with One Button to Push (OBTP)

Ideal for team-based collaboration, boardrooms, meeting rooms, and industry
applications

Optimal definition up to 1080p60

Up to 15 Mbps total MultiSite bandwidth (6 Mbps in point-to-point calls)

6 simultaneous video inputs - 3 4K and 3 Full HD

Connect up to 8 microphones directly to the codec

Full-duplex audio with high-quality stereo sound

Full API

Up to 6 Mbps point-to-point

Minimum bandwidth for resolution/frame rate

»720p30 from 768 kbps
»720p60 from 1152 kbps
»1080p30 from 1472 kbps
»1080p60 from 2560 kbps
Video inputs
»2 HDMI inputs support formats up to maximum 1080p60
»3 HDMI inputs support formats up to maximum UHD (3840 x 2160) @ 30 fps
including HD1080p60
»0One 3G-SDI/HD-SDI input supports formats up to maximum 1080p60
»Extended Display Identification Data (EDID)
»Consumer Electronics Control (CEC) 2.0
Video outputs

»2 HDMI outputs support formats up to 3840 x 2160@60 fps (4Kp60)
»1 HDMI output supports formats up to 3840 x 2160@30 fps (4Kp30)
»CEC 2.0

Video stream: Full HD 1080p60

Content stream: 4K 2160p15
Audio standards: G.711, G.722, G.722.1, G.729AB, 64 kbps and 128 kbps MPEG4
AAC-LD mono and stereo, OPUS
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Audio features
»High quality 20-kHz audio
»8 separate acoustic echo cancellers
»8-port audio mixer
»8 assignable equalizers
»Automatic Gain Control (AGC)
»Automatic noise reduction
»Active lip synchronization
e Audio inputs
»8 microphones, 48V phantom powered, Euroblock connector, each with separate
echo cancellers and noise reduction; all microphones can be set for balanced line
level
»3 HDMI, digital: stereo PC/DVD input
e Audio outputs
»6 balanced line level outputs, Euroblock connector
»3 HDMI outputs
»HDMI input #1 supports Audio Return Channel (ARC) audio output to Quad
Camera
>1 line out for subwoofer (Quad Camera)
e Speakers (Quad Camera)
»High-quality speakers
»Frequency response 70 Hz to 20 kHz
»Max output level SPL 90 dB

e Speaker tracking (Quad Camera, Speaker Track 60)

»Quad Camera offers 6-element microphone array for accurate speaker tracking
»Quad Camera can support Group Framing feature with 5x zoom capability
»Speaker Track 60 can support Closeup feature with 20x zoom capability

e Presenter Track (PTZ 4K Camera, Precision 60)

»Al-powered face and upper body detection capability
»Camera automatically follows the active presenter within a defined zone and helps
ensure optimized view
e Dual stream

»H.239 (H.323) dual stream

»BFCP Session Initiation Protocol (SIP) dual stream

» Supports resolutions up to 3840 x 2160p15 fps and 1080p60
e Wireless sharing

»Webex clients (up to 3840 x 2160p5)
»Cisco Intelligent Proximity client (up to 1920 x 1080p5)
»Miracast (1080p30)
e Multipoint support
»5-way embedded SIP/H.323 conferencing capability with Multisite option
e Multisite features (embedded multipoint) (optional upgrade)
»Adaptive SIP/H.323 Multisite:
= 3-way resolution up to 1080p30 plus content up to 4Kp15
= 4-way resolution up to 720p30 plus content up to 4Kp15
= 5-way resolution up to 720p30 plus content up to 4Kp15
»Full individual audio and video transcoding

TC-22-11-412 :Au) SV 8 Al sl 8 £1444/05/14 :))a=Y) &)l

A 5
”, e
Y for Accre®™



20 sl A yal) ASLel

uraoieod groiiol) dyageul dall M Cradinall (prasall 0 grid) Apgll

1y il 5am 5 — A4S il Clesil) 5 )

Saudi Authority for Accredited Valuers TQQEEM Sl il “;J; \Am\j:;d.:‘)ﬂ\ 4-3;5
< sy

»H.323, SIP, and VolP in the same conference
» Support for presentation (H.239, BFCP) from any participant at resolutions up to
3840 x 2160p5
»Best impression (automatic continuous presence layouts)
»Encryption and dual stream from any site
e Protocols

»H.323
»>SIP
»Webex
o Embedded encryption
»H.323 and SIP point-to-point
»Standards-based: H.235 v3 and Advanced Encryption Standard (AES)
»Automatic key generation and exchange
e |P network features
»DNS lookup for service configuration
»Differentiated Services (DiffServ) (Quality of Service [Q0S])
»|P-adaptive bandwidth management (including flow control)
»Automatic gatekeeper discovery
»Dynamic playout and lip-sync buffering
»H.245 dual-tone multifrequency (DTMF) tones in H.323
»DTMF tones in SIP, RFC 4733
»Date and time support using Network Time Protocol (NTP)
»Packet loss-based down speeding
»Uniform Resource ldentifier (URI) dialing
»TCP/IP
»Dynamic Host Configuration Protocol (DHCP)
»802.1X network authentication
»802.1Q Virtual LAN
»802.1p QoS and class of service
o Network interfaces

»1 Ethernet (RJ-45) 10/100/1000 for LAN
»2 Ethernet (RJ-45) 10/100/1000 for direct pairing with camera (camera control)
»2 Ethernet (RJ-45) 10/100/1000 with PoE, 1 dedicated for direct pairing with Touch
10
»Wi-Fi 802.11a/b/g/n/ac 2.4 GHz and 5 GHz for LAN
»2x2 multiple input and multiple output (MIMO)
e Quad Camera Specifications
»5K Ultra HD camera
»Support up to 60 fps
»15.1 MP image sensor
»1/1.7 CMOS
»5x digital zoom (3 tele-lenses each with 50° horizontal field of view)
»f/2.0 aperture
»>83° horizontal field of view; 51.5° vertical field of view
»Auto-framing (audio + face detect)
e PTZ 4K Camera Specifications
»1920 x 1080 at 60 fps / 3840 x 2160 at 30 fps resolution
»Zoom 240x total
= 20x optical zoom
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= 12x digital zoom
»Pan and tilt

= Panrange: +/- 170 degrees
= Tilt range: +/- 20 degrees
»Field of View (FoV)
= Horizontal FoV: 70 degrees
»1.0 m to infinity (wide) focus distance
»F-value: 2.0 — 3.8
»Camera control: Visca over IP (LAN port)
»Focus, white balance, and brightness: Manual or automatic
»Video interfaces

= HDMI 2.0
»>Power
= 12V/3A

= 100 to 120/200 to 240 VAC, 50/60 Hz
= PoE+ (IEEE802.3at compatible)

e SpeakerTrack 60 Camera Specifications
»1920 x 1080 at 60 frames per second (fps)
»Zoom 20x total

= 10x optical zoom

= 2x digital zoom
»Pan and tilt

= Panrange: +/- 100 degrees

= Tilt range: +/- 20 degrees
»Field of View (FoV)

= Horizontal FoV: 80 degrees

= Vertical FoV: 48.8 degrees

= Tracking horizontal FoV: 80 degrees
»1.0 m to infinity (wide) focus distance
»F-value: 1.5
»Camera control: Ethernet
»Focus, white balance, and brightness: Manual or automatic
»Video interfaces

= HDMI 1.4
>Power
= 12V/6.5A

= 100-120 or 200-240 VAC; 50 or 60 Hz
e The Proposed Unit should come with the following:
»4x Table Microphone with Extension cable for Table Mic
»2x Pan-Tilt-Zoom 4K 20x Camera
»1x Room Navigator
»1x Multi-head Cable 9 meters
»Speaker Tracking Kit with 2 x Precision 60 Camera
»All Cables required for Unit Installation
»Vendor Support and warranty for 3 Years with 8x5xNBD SLA

20 Large Meeting Room Video Conference Units
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Provide Video Conference End Points that fits large meeting room with the below minimum
specifications:

A bl gally AL (o 53 5 Sl cleLaia ) Cajal A ye Jusll Cilaa s 3

o Brings Powerful, integrated cameras that deliver intelligent view capabilities, such as
automatic framing and speaker tracking; automatic noise suppression to reduce
meeting disruptions

e Supports up to three screens, dual content sources, wireless sharing, and 4K content
make for great presentations

e People count for usage metrics and resource allocation; tight integrations with screens
to enhance user interactions; APls and macros allow meeting personalization

e Built for both cloud and on-premises deployment

e UHD resolution to support large screen surfaces

e 1.5 Rack Units (RU) high, rack mountable, with optional rack-mounting solution

e Professional-grade connectors using Euroblock / Phoenix

e Unmatched quality and flexibility

e Standards-compliant 1080p and 2160p solution, compatible with standards-based
video without losing features

o Supports Intelligent Proximity for content sharing to mobile devices and wireless
sharing from Macs and PCs

e Supports switched conferencing for enhanced layouts and enabling video on multiple
screens

e Easy control of room peripherals such as lights, room dividers, and curtains directly
from the Room Navigator through the API (requires external third-party control system
processor)

e Limitless integration possibilities

o Participate in Webex whiteboarding sessions from the Webex App; receive on-screen
notification of shared whiteboard content (supported on cloud-registered devices)

e Embedded MultiSite with up to 5 participants

e 6 simultaneous video inputs that can be combined individually on all 3 outputs

e Calls with HD video and UHD content

o Simplified join-meeting experience with One Button to Push (OBTP)

e |deal for team-based collaboration, boardrooms, meeting rooms, and industry
applications

e Optimal definition up to 1080p60

e Up to 15 Mbps total MultiSite bandwidth (6 Mbps in point-to-point calls)

e 6 simultaneous video inputs - 3 4K and 3 Full HD

e Connect up to 8 microphones directly to the codec

e Full-duplex audio with high-quality stereo sound

e Full API

e Up to 6 Mbps point-to-point

e Minimum bandwidth for resolution/frame rate

»720p30 from 768 kbps
»720p60 from 1152 kbps

ya0
JGE
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»1080p30 from 1472 kbps
»1080p60 from 2560 kbps
e Video inputs
»2 HDMI inputs support formats up to maximum 1080p60
»3 HDMI inputs support formats up to maximum UHD (3840 x 2160) @ 30 fps
including HD1080p60
»0One 3G-SDI/HD-SDI input supports formats up to maximum 1080p60
»Extended Display Identification Data (EDID)
»Consumer Electronics Control (CEC) 2.0
¢ Video outputs
»2 HDMI outputs support formats up to 3840 x 2160@60 fps (4Kp60)
»1 HDMI output supports formats up to 3840 x 2160@30 fps (4Kp30)
»CEC 2.0
e Video stream: Full HD 1080p60
e Content stream: 4K 2160p15
e Audio standards: G.711, G.722, G.722.1, G.729AB, 64 kbps and 128 kbps MPEG4
AAC-LD mono and stereo, OPUS
e Audio features
»High quality 20-kHz audio
»8 separate acoustic echo cancellers
»8-port audio mixer
»8 assignable equalizers
»Automatic Gain Control (AGC)
»Automatic noise reduction
»Active lip synchronization
e Audio inputs
»8 microphones, 48V phantom powered, Euroblock connector, each with separate
echo cancellers and noise reduction; all microphones can be set for balanced line
level
»3 HDMI, digital: stereo PC/DVD input
e Audio outputs
»6 balanced line level outputs, Euroblock connector
»3 HDMI outputs
»HDMI input #1 supports Audio Return Channel (ARC) audio output to Quad
Camera
> 1 line out for subwoofer (Quad Camera)
e Speakers (Quad Camera)
»High-quality speakers
»Frequency response 70 Hz to 20 kHz
»Max output level SPL 90 dB

e Speaker tracking (Quad Camera, Speaker Track 60)
»Quad Camera offers 6-element microphone array for accurate speaker tracking
»Quad Camera can support Group Framing feature with 5x zoom capability
»Speaker Track 60 can support Closeup feature with 20x zoom capability

e Presenter Track (PTZ 4K Camera, Precision 60)

»Al-powered face and upper body detection capability
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»Camera automatically follows the active presenter within a defined zone and helps
ensure optimized view
Dual stream

»H.239 (H.323) dual stream
»BFCP Session Initiation Protocol (SIP) dual stream
»Supports resolutions up to 3840 x 2160p15 fps and 1080p60
Wireless sharing
»Webex clients (up to 3840 x 2160p5)
»Cisco Intelligent Proximity client (up to 1920 x 1080p5)
»Miracast (1080p30)
Multipoint support

»5-way embedded SIP/H.323 conferencing capability with Multisite option
Multisite features (embedded multipoint) (optional upgrade)
»Adaptive SIP/H.323 Multisite:
= 3-way resolution up to 1080p30 plus content up to 4Kp15
= 4-way resolution up to 720p30 plus content up to 4Kp15
= 5-way resolution up to 720p30 plus content up to 4Kp15
»Full individual audio and video transcoding
»H.323, SIP, and VolP in the same conference
»Support for presentation (H.239, BFCP) from any participant at resolutions up to
3840 x 2160p5
»Best impression (automatic continuous presence layouts)
»Encryption and dual stream from any site
Protocols

»H.323
»SIP
»Webex
Embedded encryption

»H.323 and SIP point-to-point

»Standards-based: H.235 v3 and Advanced Encryption Standard (AES)
»Automatic key generation and exchange

IP network features

»DNS lookup for service configuration
»Differentiated Services (DiffServ) (Quality of Service [Q0S])
»|P-adaptive bandwidth management (including flow control)
»Automatic gatekeeper discovery
»Dynamic playout and lip-sync buffering
»H.245 dual-tone multifrequency (DTMF) tones in H.323
»DTMF tones in SIP, RFC 4733
»Date and time support using Network Time Protocol (NTP)
»Packet loss-based down speeding
»Uniform Resource Identifier (URI) dialing
»TCP/IP
»Dynamic Host Configuration Protocol (DHCP)
»802.1X network authentication
»802.1Q Virtual LAN
»802.1p QoS and class of service
Network interfaces

»1 Ethernet (RJ-45) 10/100/1000 for LAN /Q
[ N
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»2 Ethernet (RJ-45) 10/100/1000 for direct pairing with camera (camera control)

»2 Ethernet (RJ-45) 10/100/1000 with PoE, 1 dedicated for direct pairing with Touch
10

»Wi-Fi 802.11a/b/g/n/ac 2.4 GHz and 5 GHz for LAN

»2x2 multiple input and multiple output (MIMO)
Quad Camera Specifications

»5K Ultra HD camera
»Support up to 60 fps
»15.1 MP image sensor
»1/1.7 CMOS
»5x digital zoom (3 tele-lenses each with 50° horizontal field of view)
»f/2.0 aperture
»83° horizontal field of view; 51.5° vertical field of view
»Auto-framing (audio + face detect)
The Proposed Unit should come with the following:

»3x Table Microphone with Extension cable for Table Mic

»1x Quad Camera

»1x Room Navigator

»1x Multi-head Cable 9 meters

»All Cables required for Unit Installation

»Vendor Support and warranty for 3 Years with 8x5xNBD SLA

Medium Meeting Room Video Conference Units
Ao gial) clelaiay) diad i gall Juaiyl 3 3¢l

Provide Video Conference End Points that fit medium meeting room with the below minimum
specifications:

A il gally Aa il cileLaia¥) Caad A8LE ()50 5 e Jlai) Clan g b 53

Brings intelligent views to medium to large-sized rooms with discreet, integrated
cameras

» Best overview: Automatically detects meeting participants and provides ideal
framing

» Speaker tracking: Detects and switches between active speakers and provides
ideal framing
Great audio experience with integrated speakers and microphones (microphones for

speaker tracking only)

Automatic noise suppression reduces disruptive sounds coming from the meeting
room (e.g., typing, paper rustling)

Automatic wake-up: System “wakes up” when someone walks into the room, and
recognizes them through their mobile device

End-to-end security

Supports dual screens for video and content

Supports dual content sources for local meetings

4K content sharing (local 30 fps; remote 5 fps)

Wired or wireless content sharing

Metrics: Counts people in the room, enabling analytics for better resource planning
\/}-y“ i, N
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Automatic screen/display integration through HDMI CEC

Supports Wi-Fi

Hardware is optimized to run on a cloud platform, for great experiences in shared
rooms and spaces with easy access to hosted conferences

Up to 6 Mbps point-to-point

Minimum bandwidth for resolution/frame rate

»720p30 from 768 kbps
»720p60 from 1152 kbps
»1080p30 from 1472 kbps
»1080p60 from 2560 kbps
Video inputs
»1 HDMI inputs support formats up to maximum 1080p60
»2 HDMI inputs support formats up to maximum 4K (3840 x 2160) @ 30 fps
including HD1080p60
»Extended Display Identification Data (EDID)
»Consumer Electronics Control (CEC) 2.0
Video outputs

»2 HDMI outputs support formats up to 3840 x 2160@60 fps (4Kp60)
»CEC 2.0
Video stream: Full HD 1080p60

Presentation channel: UHD 4K 2160p5, including 1080p30 and 720p60
Audio standards: G.711, G.722, G.722.1, G.729, AAC-LD, and Opus
Audio features

»High quality 20-kHz audio

»Subwoofer line out for Quad Camera

»Prepared for inductive loop (line out) Automatic Gain Control (AGC)
»Automatic noise reduction

»Active lip synchronization
Audio inputs

»Three microphones, 4-pin mini-jack

»Embedded audio on two HDMI inputs
Audio outputs

»1 line out mini jack (stereo) (Codec Plus)

»1 RCA output for subwoofer (Quad Camera)

»Embedded audio on one HDMI output

»HDMI input #1 supports Audio Return Channel (ARC): Audio output to Quad
Camera
Speakers (Quad Camera)

»High-quality speakers

»Frequency response 70 Hz to 20 kHz

»Max output level SPL 90 dB

Speaker tracking (Quad Camera, Speaker Track 60)

»Quad Camera offers 6-element microphone array for accurate speaker tracking

»Quad Camera can support Group Framing feature with 5x zoom capability

»Speaker Track 60 can support Closeup feature with 20x zoom capability
Presenter Track (PTZ 4K Camera, Precision 60)
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»Al-powered face and upper body detection capability
»Camera automatically follows the active presenter within a defined zone and helps
ensure optimized view
e Dual stream

»H.239 (H.323) dual stream
»BFCP Session Initiation Protocol (SIP) dual stream
» Supports resolutions up to 3840 x 2160p15 fps and 1080p60
o Wireless sharing
»Webex clients (up to 3840 x 2160p5)
> Intelligent Proximity client (up to 1920 x 1080p5)
»Miracast (1080p30)
e Multisite features (embedded multipoint) (optional upgrade)
»Adaptive SIP/H.323 Multisite:
= 3-way resolution up to 1080p30 plus content up to 4Kp5
= 4-way resolution up to 720p30 plus content up to 4Kp5
»Full individual audio and video transcoding
»H.323, SIP, and VolP in the same conference
»Support for presentation (H.239, BFCP) from any participant at resolutions up to
3840 x 2160p5
»Best impression (automatic continuous presence layouts)
»Encryption and dual stream from any site
e Protocols
»H.323
»>SIP
»Webex
e Embedded encryption

»H.323 and SIP point-to-point
»Standards-based: H.235 v3 and Advanced Encryption Standard (AES)
»Automatic key generation and exchange
o |IP network features
»DNS lookup for service configuration
»Differentiated Services (DiffServ) (Quality of Service [Q0S])
»|P-adaptive bandwidth management (including flow control)
»Automatic gatekeeper discovery
»Dynamic playout and lip-sync buffering
»H.245 dual-tone multifrequency (DTMF) tones in H.323
»DTMF tones in SIP, RFC 4733
»Date and time support using Network Time Protocol (NTP)
»Packet loss-based down speeding
»Uniform Resource Identifier (URI) dialing
»TCP/IP
»Dynamic Host Configuration Protocol (DHCP)
»802.1X network authentication
»802.1Q Virtual LAN
»802.1p QoS and class of service
o Network interfaces

> 1 Ethernet (RJ-45) 10/100/1000 for LAN
»1 Ethernet (RJ-45) 10/100/1000 for direct pairing with camera (camera control)
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»1 Ethernet (RJ-45) 10/100/1000 with PoE, 1 dedicated for direct pairing with Room
Navigator

»Wi-Fi 802.11a/b/g/n/ac 2.4 GHz and 5 GHz for LAN
»2x2 multiple input and multiple output (MIMO)
e Quad Camera Specifications
»(4) 5K CMOS sensors with machine intelligent switching; providing single HD output
at 1080p
»Support up to 60 fps
»15.1 MP image sensor
»1/1.7 CMOS
»5x digital zoom (3 tele-lenses each with 50° horizontal field of view)
»f/2.0 aperture
»83° horizontal field of view; 51.5° vertical field of view
»Auto-framing (audio + face detect)
»5120 x 2880 pixel resolution
»Auto focus, brightness, and white balance
»Focus distance 1 m to infinity
e Speaker Track 60 Camera Specifications

»1920 x 1080 at 60 frames per second (fps)
»10x optical zoom, 2x digital zoom, 20x zoom combined
»Pan range: +/-100 degrees, Tilt range: +/-20 degrees, Tracking horizontal FoV: 80
degrees
»Focus distance 1.0m to infinity (wide)
»F-value 1.5
»Manual or automatic to do focus, white balance, and brightness
e The Proposed Unit should come with the following:

»2x Table Microphone with Extension cable for Table Mic

»1x Quad Camera

»1x Room Navigator

»1x Multi-head Cable 9 meters

»All Cables required for Unit Installation

»Vendor Support and warranty for 3 Years with 8x5xNBD SLA

22 Fibber Optics, Copper Transceivers and Stacking cables for Switches
ol Al LIS g dadatl) g 4y gual) Y gaal)
Provide the below fiber and copper transceivers with the below specifications and quantities:
Al el s Sldal sally Gl il OIS 5 dplail) 5 4 suall Y gaall 2553

e 3 x3M Type 1 Stacking Cable for Access Switches

e 4x 100GBASE QSFP Active Optical Cable, 5m

e 4x 25GBASE Active Optical SFP28 Cable, 5M

e 28x Dual Rate 10/25GBASE-CSR SFP Module

e 8x 40GBASE-SR-BIiDi, duplex MMF

e 8x 25GBASE-SR SFP Module

e 32x 10GBASE-SR SFP Module, Enterprise-Class

e 20x 1000BASE-T SFP transceiver module for Category 5 copper wire
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23 VIDEO DISPLAY

Size ranges from 55” to 98” LED display based on room size, area, and seating
capacity.

Edge LED BLU type.

Compatible with 4K UHD (3840x2160) resolution.

Brightness: 500 nits.

Contrast Ratio: 4000:1

Viewing Angle (H/V): 178/178

Operation Hour: 24/7

Built in Speaker (10W + 10W)

Input and outputs- HDMI, Display port, DVI-D, USB 2.0, Stereo Audio.
RS-232/LAN Control

24 VIDEO PROJECTOR

Resolution: WUXGA with 4K Enhancement

Projection system: 3LCD, 3-chip technology

Projection Method: Front/rear/ceiling mount

Aspect Ratio: Supports 4:3, 16:9, 16:10

Color Brightness: 13,000 lumens

Contrast Ratio 2,500,000:1 (Dynamic Contrast: On)

Lens Shift Vertical: +60%; horizontal: +18%

Keystone Correction: Vertical: £45 degrees; horizontal: +30 degrees

lllumination Technology Laser Diode

Weight: 24 Kg

Power consumption: 886 W (Normal / Custom) 646 W (Quiet / Extended)

Power Supply: 100 — 120 V + 10%, 50/60 Hz AC

Noise: 34 dBA

Operating Temperature: 32 “ to 122 °F (0 * to 50 °C)

Interfaces: HDMI x 1 (HDCP 2.3), HDBaseT x 1, DVI-D x 1, VGA x 1, Variable audio
out: Mini Stereo x 1, USB Type Bx 1, USB Type Ax 2 (5V, 2.0 A), USB Type A for
Wireless LAN (optional), Serial: RS-232C x 1 (9-pin), Remote Mini Stereo, Network:
RJ-45

Power cable, remote control with two batteries, cable cover, user guide, and warranty
sheet

25 MOTORIZED PROJECTION SCREEN

Configuration: As detailed on plans and plan schedules.
Product: Motorized projections screens shall be complete, and include case,
roller/motor assembly, screen material, low-voltage controller, and switch
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o Materials: Matte White: Screen material shall be a flame retardant, mildew resistant,
vinyl screen that can be rolled and cleaned with mild soap and water solution. Screen
material shall be provided with an opaque black backing. The screen surface shall be
unity-gain matte white and have a black masking border. The screen shall conform to
a 16:10 aspect ratio.

e Gain: 1.0.

e Viewing angle: 50 degrees.

e Housing and Finish: Screen shall be housed in a ceiling recessed or wall mounted.
Extruded aluminum or formed sheet-steel case with end-bracket flanges for mounting
on threaded rods. The case shall be plenum rated. The screen roller shall be 230V
electrically operated, permanently mount screen material, and include a screen
tensioning system. The screen shall be finished in white or matte-black powder coat,
as per approval of the Architect and Consultant

e Minimum screen size hall be 100-137” diagonal

26 MOTORIZED PROJECTOR LIFT

e Configuration: As detailed on plans and plan schedules.

e Product: Motorized projector lifts shall be complete, and include frame, enclosure,
closure, roller/motor/scissors/LCD assembly, mount, low-voltage controller, and
switch. Lift lowering mechanism shall include wire way for management and protection
of cables feeding down to projector. Lift shall be provided with mounting brackets and
hardware to allow mounting to deck above and trim and closure materials to

e Match and allow flush mounting in rigid and suspended ceiling types.

e Materials: Lifts for Large Projectors (greater than 13,000 lumen)

¢ Maximum weight capacity of up to 100 kg.

e Lifts for Small and Mid-sized Projectors (less than 13,000 lumen)

e Housing and Finish: Lift shall be housed in an approved sheet metal enclosure, to
match lift size and model by manufacturer. Enclosure shall be finished in matte black
to obscure view of interior. Ceiling closure shall include outside and inside trim,
closure panel. Closure trim and support shall include fine adjustment to ensure flush
appearance with surrounding trim and ceiling. Closure panel and trim shall be of type
and finish as approved by Architect and Consultant.

o Lift shall have mechanism which locks lowering drum in position when lift is in position.

o Lift shall maintain projector in stable, fixed position when in use, with negligible lateral
movement or “sway”. Lift shall be rated for installation in seismic environments.

27 LED VIDEOWALL

Physical Parameter data

Pixel Pitch 1.26 mm
Pixel Configuration 1 red, 1 green, 1 blue
Configuration (LxH, per cabinet) 640x360 pixels
Diode Type Surface Mount Device (SMD)
F/\;;@\w“;
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Dimensions (mm, LxHxD, per
cabinet)

Diagonal (inch, DiagonalxD, per
cabinet)

Weight (per cabinet/per nt)
Optical Parameter

Optical Parameter data
Brightness

Contrast Ratio (Typ)

Viewing angle - Horizontal
Viewing angle - Vertical

Bit Depth

Color Temperature - Default
Color temperature - Adjustable
Electrical Parameter

Video Rate

Cabinet - Input Power Range
Power consumption - Max
Power consumption - Typical
Heat generation — Max (BTU/m?,
BTU/cabinet)

Heat generation — Typical
(BTU/m?2, BTU/cabinet)

Refresh rate

Operation Conditions

Working Temperature / Humidity
Storage Temperature / Humidity
IP Rating

LED Lifetime

Certification

Safety

Service

Service

303 smaall Ay jal) ASLedl)
Craainall Gragiall 430 gl Al

il sidiall Bas 5 — AS jidal) cileadldl 5 ))
il gall 5 o g il Al S

806.4x453.6x76.7mm

36.4 inch x 3.02 inch
11.8Kg / 32.3Kg

1,200 nit / 600 nit

8,000:1 / 4,000:1

160°

160°

16bit per Color

6,500K

2,800 ~ 10,000K (use S/BOX)

50/60 Hz

100~240 VAC, 50/60 Hz

711 (W/ni') / 260 (W/Cabinet)
237 (W/nt) / 87 (W/Cabinet)
2,427 (BTU/m?) / 888
(BTU/Cabinet)

809 (BTU/m?)/ 297
(BTU/Cabinet)

3,840 Hz

0°C~40°C / 10~80%RH
-20°C~45°C / 5~95%RH

IP20

100,000 hours to half brightness
EMC Class B, Safety 60950-1

Front (3) and Parts Rear (4)
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Data Centre Preparation Requirements
Data Center located at ground floor; the dimension of data center is approx. 5.5m X 4.5m
System requirement in Data center:
o Fire rated raised floor with pedestal and skirting, etc.
e Metal ramp
e Fire rated false ceiling 60 x 60
o Fire rated metal high quality door.
e Environmental monitoring System.
e Firefighting system.
e Centralized UPS in DC for DC & IDF rooms.
e Air Condition at Datacenter with redundancy connected to emergency power source.
e First fix Cable trays, conduits, civil works at DC only.
o Integrated Safety Security Software Platform.
Data Room Preparation Requirements
Data rooms located at (B3, B2, B1, 1F, 2F & RF), the dimension of each data room is approx.
2m X 3m
System requirement in Data center:
e Fire rated raised floor with pedestal and skirting, etc.
e Fire rated false ceiling 60 x 60
e Fire rated metal high quality door.

Passive Requirements

e Fiber patch cords for active equipment and fiber panels.

e Copper CAT6A patch cords for active equipment and copper CAT6A panels.
Access Control System Requirements
Centralized Access control system including hardware, licenses, and software.
System requirement in Data center & Data Rooms:

e Access control reader biometric & card reader.

e Power adaptor

e Magnetic lock with LZ bracket

¢ Push button for exit

e Advanced edition with S/W license.

o Hidden Gate Turnstile

Intelligent Parking System Requirements
Intelligent Parking system By License Plate Camera for Parking floors in B1, B2 & B3
including hardware, licenses, and software.
System requirement:
o Gate Barrier for entry and exitin B1 & B3
e Car plate camera reader for entry and exit in B1 & B3.
e Parking system controller.
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Software with license & server.

Outdoor Digital screen for entry and exit in B1 & B3
Intelligent concentrator of car park guiding devices.
Flow counting controllers

28 Raised Floor

Panel thickness 38,5 mm

System weight approx. 30 kg/m?

Pedestal height 25 - 1830 mm

Pedestal distance 600 x 600 mm

Earth resistance 21 x 106 Q

Measurement deviation EN 12825 class 1

Point load Int. standard, center of panel 4,000 N

29 False ceiling

Excellent noise reduction. Up to NRC-0.75.

High light-reflective finish (LR-0.90) reduces light fixtures and energy use.
Washable, scrubbable finish, and impact and scratch resistant.

Optimized Recycled Content formulations to help maximize LEED recycled content
contribution.

30 Door

Fire rated metal door.
Single leaf door.
Door width 100cm

e Door Height 240cm
31 Environmental monitoring System
e UL Listed as per UL 864
e Three detection zones as standard
e Any single zone or any combinations of zones can be configured to release
e Configurable first stage NAC delays
e Configurable detection delays
e Zero-time delay upon manual release option
¢ Non-latching zone input option to receive signals from other systems such as
aspirating equipment
e Configurable releasing delays up to 60 seconds in 5 second steps
e Configurable releasing duration up to 5 minutes in 5 second steps
e Countdown timer shows time remaining until release
e Supports up to seven, four wire status indicators
e Built in Extract Fan control
e Compatible with conventional detectors and System Sensor
TC-22-11-412 A S 3 Al Al £1444/05/14 :)laaY) & 1 2n 5?% : A
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32 Fire Fighting System
e 70-liter container c¢/w solenoid actuator.
e FMZ200 gas
¢ Including Break glass call point and smoke detector.

33 UPS
e Apparent power (VA) 40 KVA
e Backup-Time on full load 1-2 hours
e Input 3 phase
e Output 3 phase
o Battery type VRLA (lead acid)

34 Air-Condition System:
o DXtype unit
e Down flow cooling
e Cooling capacity 5 Ton.
e Power Supply 380V/3Ph/60Hz

35 Copper Cable
e Cable Type U/UTP (unshielded).
e ANSI/TIA Category 6A.
e Environmental Space Low Smoke Zero Halogen (LSZH).
e Compatible Conductor Gauge, solid 24 AWG.
e Flammability Rating UL 94 V-0
e Safety StandardETL | cETL

36 Fibber Cable
e Fiber Mode Multimode
e Fiber Type OM4
e Environmental Space Dual Rated LSZH/Riser

37 Access Control System:
o Biometric Fingerprint device.
e Sensor Type Optical Sensor (OP6)
e Multi card reading with dual-frequency RFID card technology.
e Supports NFC by using smartphone as a key to access.
e Versatile Interfaces

38 Speed Gate System
e Environmental durability Stainless steel
e Structure Residential
e Type of steel SS304
e Power 220V, 1 Phase, 50-60 Hz
e Push button box Open
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e Enough I/O’s to connect any card reader, extra override keyboard etc. later on

39 Intelligent Parking System:
o Car plate camera reader specs:

Protection class IP65 (approx. NEMA4x).

Material Cover HIBS, Housing Die-casting Silafont 3

Operating temperature -20 ... +55°C (-4... +131°F)

Read range Distance: 2 to 8 meters (6.5 to 26 feet) Width: Up to 3,5
meters (11.5 feet)

Object speed Free run: Up to 30 km/h Triggered: Up to 250 km/h.
Supported license plates IR reflective number plates

Camera optics 12 mm (%2 inch)

Image sensing resolution 1/1.8” CMOS sensor, 1280 x 1024 pixel, SXGA
Camera illuminator IR850 nm

e Parking system controller specs:

Temperature rangeHousing: operation: 0°C to 45°C, storage: -30°C to
65°C Module: operation: 0°C to 55°C, storage: -30°C to 65°C
Controller800 MHz CPU, 256 MB SDRAM, 2 GB Flash memory.
485bus connectionRS485 based (non-isolated), jumper selectable end
of line, support for up to 32 units

Power over EthernetPoE+: IEEE 802.3at

Readers: 500 mA @ 12 VDC (shared by both readers)

Locks: 600 mA @ 12 VDC (shared by both locks)

PoE: IEEE 802.3af, max. 500 mA @ 12 VDC (readers only)

Status LEDs1 Status LED, 1 Power LED, 2 Reader LEDs

*Gate Barrier specs:

Gate Barrier with normal arm length 3.5m

e Outdoor Digital screen specs

Interior display in mode: [3 digits + Cross/Arrow]. RGB LEDs with 120°
angle. 8 predefined digit colors. Height digit 125 mm. Right / Left and Up
/ Down controllable arrow. Arrow: Green/Red and Cross: Red. Indication
of free places and address. Display "FULL" or "000 Arrow/Cross". Power
supply: 220 Vca. Maximum consumption: 18 W. Communications: RS-
485. Dimensions: 404 x 165,23 x 39 mm.

o Flow counting controller specs:

Vehicle counting equipment. Control unit for inductive loop, photocell or
DPU pass detectors. Power supply: 24/48 Vdc. Consumption: 1 W +
(Number of zones x 1,6 W). Communications via RS-485. 8 digital inputs
for control of up to 4 pass-zones. Additional RS-485 output with fixed
24Vdc for control of up to 4 DPU. Incorporates 4 relay outputs for
automation, depending on the occupation. Storage memory for the 4
pass-zone counters

TC-22-11-412 :Au) SV 8

Al Al 8 £1444/05/14 :)laaY) &)1




20320l grobol) djagoul &l

Saudi Authority for Accredited Valuers Tg Q E E M

e Application Software specs:
Car park management software. Real-time management of the iPark
family (counting, indoor/outdoor guidance and vehicle localization),
ledPark (regulated lighting control and energy efficiency) and evPark
(control of electric vehicle recharging equipment). It allows the control of
the occupation, to introduce the map of the installation, and create
screens of visualization of the occupancy, crossing zones, statistics,
reports, logic of operation and alarms. Software multiclient and cross-
platform. Connection via multiplatform web browser or through Windows
O.S. program. Integration via XML API. Mail server and RSS. Monitoring
of IP cameras. Integration and monitoring of CO. License for unlimited
number of parking spaces.

40 SMS Generic Performance Specification

The Security Management System (SMS) shall be a Microsoft Windows 64-bit compliant
application. The PC operating system shall be Windows 10 Professional 64 bit

SMS Minimum PC Specification
SMS PC Workstation & MV Video Wall Server Specification
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CHASIS 2U Rack Mount

Fans Quad Fans

Processor Intel i7-10700k

RAM 32Gb

HD 1Tb SSD

Network Interface 1Gb Ethernet Port
Video card Quadro T1000 GPU

(ON) Windows 10 Pro (64 Bit)
Network 100Mbps

Video Streaming Throughput Performance
Based upon the above PC Specification (Total number of Streams capability Per PC):

il gall 5 o g il Al S

Video Streaming Total Video .
Throughput FPS S.treams Bitrate
displayed Per PC
704 x 396 30 50 500kbps
704 x 396 30 36 900kbps
1280 x 720 15 32 2000Kbps
1280 x 720 30 18 4000kbps
1920 x 1080 30 16 3000kbps
1920 x 1080 30 12 4000kbps
2592 x 1520 20 10 5000kbps
3840 x 2160 15 3 15000kbps
3840 x 2160 30 2 19000kbps
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The following facilities shall be provided as a minimum:

The SMS will provide a site plan based graphical user interface (GUI). The GUI will
provide a large proportion of the display for graphical plan navigation, an area showing
current and previous events and control buttons including event Accept and event Help.
The graphics window shall provide the facility to be able to resize the current/previous
event display area between the map and the menu/button bar to increase the number of
visible lines of events.

When an alarm is activated, it shall be received and acknowledged by the Operator via
keyboard or mouse. When the alarm has been acknowledged no further activations of
that alarm shall be displayed until the Operator has reset the alarm.

When more than one alarm activation occurs, the Graphic must display simultaneously
the location of all alarms. The individual alarm points indicated with a flashing symbol
representing the specific detector type.

All outstanding alarms shall be held in a visible listed queue until the system is reset.
During the alarm handling procedure the following information must be available on the
screen. The alarm zone text, the priority level and current event status.

The Operator shall have the ability in a multiple alarm situation, to select any alarm by
either its alarm icon or from the alarm list. Upon selection of a specific alarm the graphics
will change to show the selected alarm location and where applicable, the CCTV images
will switch to the selected alarm cameras and pre-set positions, any alarm sensor audio
for the selected alarm will be activated.

The alarm list can be configured to show additional information such as the username
and time/date of the alarm accept and alarm reset.

Upon alarm accept, the alarm event can be assigned to the current logged in user. Other
users will then be unable to reset this particular alarm event. The user can manually un-
assign these alarms so that other users may be able to take ownership of the alarm
event. Each user can be configured with a privilege level to allow the override of the
above assignments.

Events within the alarm list can be ‘Parked’ by the user. This allows the ‘Parked’ alarms to
be filtered out from the alarm list. The alarm list can also be filtered to show or hide
alarms that are unaccepted, accepted, reset or assigned to the current user.

Alarms shall be either individually accepted by Operator selection or globally accepted by
a single operator action. The selection of the alarm acceptance method shall a password
protected option.

All alarms shall be able to be prioritised with up to 256 levels.

It shall be possible to sort the alarm queue by time of alarm, circuit priority ascending and
circuit priority descending.

Operators should be able to record the alarm cause within the historic database for each
alarm event, by using either a single key press or on screen labelled buttons. In addition,
a simple means of allowing the Operator to enter a short text description shall be
presented and stored within the alarm database.

An audible sounder shall be provided using the PC speakers to indicate an alarm event.
Each alarm icon type shall be capable of being user configured to 1 of 80 different audible
alarm WAV file sounds. This shall remain active until the event is acknowledged by the
Operator.

Upon an alarm event, detailed graphic site plans shall be displayed automatically to
indicate the location of each alarm point via an icon indicating the device type. The
descriptive text of the event will be displayed in an event window. These detailed graphic
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site plans should display the point of alarm with a capacity for three automatic levels of
zoom and a further level initiated manually.

e The SMS shall size the site plan graphics automatically to accommodate the monitor
resolution. If this resolution is changed or the SMS Window is resized, then the SMS shall
automatically resize the site plan graphics and icon positions to suit. A user option shall
exist to force the graphics to maintain the original drawings aspect ratio.

e The system shall allow the use of user definable Map Portals defined as one or more
rectangular areas of any map to allow navigation to other site maps. Left clicking the
mouse on a Map Portal will navigate to the specific site plan defined for that Map Portal.
This will allow the navigation of an unlimited number of graphic maps.

e The SMS shall allow user configuration and changing of the above Map Portals. These
Map Portals shall be user configurable with options for border visible/invisible, or to
display a thumbnail of the graphic the portal is linked to.

e The system shall have 1x, 2x and 3x levels of digital magnification for each graphic map
to allow the Operator to magnify an area where circuits are densely packed or in close
proximity. The operator shall be able to navigate the magnified map by use of a map-
thumbnail view and moveable reticule.

e The system shall support active graphical icons for devices with the option for both
transparent and solid backgrounds. These graphical icons shall be superimposed on the
graphic map. The system shall have the option for drawing different colour background
bezels for circuit, output and camera icons.

¢ The system shall be capable of expansion to support multiple Slave controllers,
connected by either LAN or WAN. Locally connected Slave controller shall be capable of
using a shared database and history held on the Master system.

e The system shall be capable of being supported by a HOT STANDBY failover Server
without the need of operator intervention.

¢ In a LAN based Slave controller system, an option to support automated server migration
shall be available. In the event the system Server becomes unavailable. This facility shall
be provided by a dedicated standby server or utilising designated client workstation(s).

e Where LAN based automated server migration is used, the system shall maintain near
real time duplication of all historical events from the Main Server to the Migration Server
so that historical record integrity is preserved during a system failover scenario.

e Alarm icons shall be capable of displaying their status by colour, green-secure, blue-
tamper, yellow- secure inhibited, red-alarm inhibited, maroon-disabled. The SMS must
report all circuit status events for alarm, tamper, and short circuit.

e The SMS shall provide a User configurable option to select by circuit range, individual
circuit status icons to be permanently displayed on the Main graphics overview site plan.

e The Operator shall be able to inhibit individual alarm inputs; manually by keyboard, point
and click graphical display, volt free change over contact, user configured times for hour
of day/day of week, or for a user entered timeout period up to 24 hours. The maximum
time for a user entered timed inhibit will be configurable for each user.

e The system shall provide a password function to allow the ‘timed inhibit’ feature only.
This shall restrict Operators to only be able to apply timed inhibits to a circuit and not
permanent inhibits.

e Alarm inputs shall have the ability to be grouped together and inhibited manually, for a
user selected time period up to 12 hours or automatically by specified time of day or day
of week. The SMS shall support at least 1024 such groups.
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e An option shall be available to force a User comment when enabling or inhibiting circuits
which have been configured to require a User comment. The comment will be logged
within the history database.

e When viewing the alarm input group Window, it shall indicate when all circuits within each
defined group are secure. If any circuit is not secure within the specific group, then the
display will indicate the quantity of circuits that are not secure. When the Operator rests
the mouse pointer on the indicator, it shall also display the individual circuit names of all
the non-secure circuits within the group.

e Each alarm point should be capable of automatically linking to an individual help text file,
which should be in rich text format. If help text is configured for the currently selected
alarm event, then an indicator button should highlight to inform the operator that help
instructions are available. Pressing this button shall display the alarm specific help text.

e The SMS shall be able to configure individual alarms so that they automatically show their
circuit specific help file when the circuit alarm is accepted.

e The Operator shall be able to define and switch between user configurable modes,
allowing for the quick set up of input inhibits, output states, camera views etc. A mode in
this definition is the ability to place the system into a defined state for inputs, outputs,
camera displays on specific monitors and to dynamically change the operational help
available to the operators. The system shall be able to activate a mode under operator
control, using a time zone or a circuit.

¢ The management system must be programmable to be able to define individual alarm
inputs with auto-enable status. Auto enable status shall automatically re-arm time-
inhibited inputs when they become secure following the not-secure state.

e The user shall be able to allocate circuits to device groups to filter the map display to only
show selected groups of circuit devices and to provide shortcuts for report circuit search
criteria.

e The above device groups can also be used to create Alarm List Filter (ALF) buttons. This
will allow individual SMS workstations to view only alarms from selected devices. The
user can select which devices they wish to monitor by selecting one or more ALF buttons.
Even when deselected, the ALF buttons will flash when alarms are present within their
configured range.

e The SMS shall support input to output cause and effect switching. Outputs can be
activated by either on screen icons, automatically upon alarm or by a user defined time
zone. Outputs may also be disabled and prevented from activating by user defined time
zones. The SMS shall support at least 1024 such Output groups.

e The SMS shall support automated actions (time zones) started and ended by time of
day/day of week. This automation will include enabling and inhibiting of circuits, switching
outputs, archiving historical data, recall cameras to specific monitors/pre-sets and SMS
mode control.

e The SMS shall be able to set time zones to operate across day boundaries without having
to create multiple time zones for each day and these time zones shall support different
actions during user defined holiday dates.

¢ Real time archiving of historical data shall be available by either Operator action or
automated by time of day/day of week, including the ability to specify an archive date. The
program shall remain running throughout the archiving procedure and SMS program shall
not need to be terminated or re-started during or after archiving.

e The SMS shall support automated software versioning and prior version backup. This is
defined as the ability to automatically detect when a different version of the SMS is
activated whereupon the SMS shall create a backup image of the SMS application;-
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recording the version information for the application and all drivers contained therein.
Under password-controlled selection, the user shall be able to switch between all
previously activated SMS applications, allowing the system to roll back to earlier versions.

e The above automated software versioning shall also allow the import of a new SMS
application in EXE or ZIP format and the ability to then deploy this version as the current
SMS application.

e The system shall have a password controlled one click Zip file backup function. This
function will create a ZIP compressed file containing a user selected mix of history,
configuration and program logs. This will allow a complete SMS system to be backed up.
This backup file is can optionally be password protected. Access to the one click Zip
backup function and ability to create non-encrypted backups will be configurable per
User.

e The one click Zip Backup shall provide a facility to allow the User to select full backup,
editing data only backup and to optionally select SMS folders for backup. A Zip Restore
facility shall allow the User to restore the data from a previous backup.

¢ A historical event database of at least 24 months must be maintained by the SMS. Full
historic database for alarms and user events, capable of storing in excess of five million
events on the hard disk drive. Database search for alarm events by circuit number, time,
date, alarm type, specified cause type.

e The system shall have multiple choices for reporting specific events such as alarms,
faults, inhibits and to apply additional filters such as to limit the report to specific users.

e The system shall have a quick report function for circuits. By right clicking any circuit icon
and clicking quick report, the review database report form shall be pre-populated to
provide a report on the selected circuit.

o When viewing the generated reports, the system shall support a quick text search. The
Operator shall be able to enter text to search for and all occurrences will be highlighted on
the report in a user selected colour.

e The system shall have reports across day boundaries to include an option of continuous
time or period reporting.

e The SMS will display graphical alarm; camera and output icons and shall feature at least
80 different predefined bitmaps to represent the different devices. A simple facility must
be available for the user to import their own bitmaps BMP or PNG files for use in place of
the predefined icons.

e The SMS will allow at least two different sizes of alarm icons to be user selectable
depending on the screen size and operating environment.

¢ In addition to input icons, the SMS shall also use Highlighted Alarm Locators (HAL’s).
These are defined as highlighted shapes which can be superimposed on the graphics to
clarify alarm events and show site status. These HAL'’s shall be size, position, colour and
transparency configurable. They shall be any shape, contain multiple border points and
allow area fills. The HAL'’s will not be simple predefined shapes.

e The system shall display all HAL’s on the map viewing window by user selection. The
HAL'’s shall be displayed in the configured colour and transparency and by user selection
also display specific colours to indicate their status of active, inhibited or disabled.

e Certain circuits can be user configured to show HAL’s with customised colours depending
on the type of alarm such as alarm, tamper, short etc.

e The system shall provide a list detailing the number of days since each input point has
changed state. Two user definable threshold levels shall be employed from 1 to 254
days. If a zone in the “Walktest” list exceeds the first threshold then a flashing warning
will be given on the display. If a zone in the “Walktest” list exceeds the second threshold
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than a fault alarm will be generated every 24 hours until the zone input changes state. A
graphic display highlighting input points that require “Walk testing” shall be available. The
display will dynamically update, as each point is successfully “Walk tested”.

e The SMS shall provide a facility to automatically analyse previous alarm events over a
user defined period of a minimum of 24 months. This analysis should highlight repetitive
and frequent alarms and produce a graphical printout using bar, line and pie chart
graphics.

e The system should provide up to 64 password protected users, each with individual
definable levels of control and not use a hierarchical password system.

e Each group of inputs or group of outputs shall be assigned one of eight password group
control levels. Passwords shall then be configured to allow or deny the user control of
specific outputs and inputs.

e Each camera shall be assigned an Operator level in the range 0 to 8. Operators will be
denied control of cameras that have not been designated to the individual Operator’s
password.

e Mandatory password rules. The system shall provide the option to enforce minimum
password length, minimum letter characters, minimum number characters and minimum
Symbol characters.

¢ The system shall provide the option to use both username and password for logon, or to
allow username only logon.

e The SMS can be configured to login with the current Windows user information if the
current Windows user exists with the software user database.

e The system can be configured for a touch screen monitor. In touch screen mode, large
buttons can replace the standard right click menu options and logon to the system can be
via an on screen QWERTY simulated keyboard.

e The system shall provide a programmable password expiry day counter, to ensure that
users change their password on a regular basis, with number of days before expiry
individually set for each user.

e The SMS program will be fully locked down and the user may not be able to access the
operating system. All operating system keyboard shortcut sequences shall be ignored
when the SMS is operational, including ALT+TAB, Control+Escape and
Control+ALT+Delete.

¢ A reminder system shall be implemented such that a user can select a time & date for a
reminder alarm. This reminder alarm will activate with a user defined message. The
reminder alarm can then either be dismissed or set to remind again at a predefined
interval.

e An “Event Register” should be implemented to allow user message entry and recall with
search capability

o Remote technical support should be available to be provided via a modem or secure
TCP/IP access. This shall be password protected and started from within the SMS
application.

e The SMS shall be fully compatible with Windows Remote Desktop to allow operation of a
remote server from a workstation.

e The SMS will contain an integrated PDF viewer that will allow viewing of PDF files stored
within a designated folder.
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SMS Alarm Control Panel Interface

e The SMS shall provide the facility to connect to intruder detection control panels by a
serial or IP connection. The SMS system shall allow the Operator to administer single
circuits or groups of circuits for inhibiting or enabling by touch screen, mouse, keyboard or
by time zone.

e The SMS shall control both input and output points.

e The SMS shall provide where applicable polled communication with the Alarm Panel and
will annunciate communications failures. As a reminder, communications failure
notifications should be repeated at configurable time frequency.

e Where supported by the alarm panel interface protocol, the SMS shall provide on screen
keypad emulation to allow the panel to be operated remotely

SMS -Digital Video Display, Control & Storage Interface

e The SMS shall provide the facility for interfacing with the CCTV digital video recording
system via an IP network and networked CCTYV devices to provide display control of static
and functional cameras.

e The IP CCTV interface shall run as a separate process from the main SMS software. This
will NOT be a thread launched by the main SMS software but a separate and isolated
process. A crash within the IP CCTV interface or the 3™ party manufacturers Application
Programming Interface (API), will not adversely affect the SMS software.

e The IP CCTV interface must support the ability to interface with multiple 3™ parties IP
CCTV manufacturers recording systems and display live and recorded video from any of
these 3™ party systems within the same video interface Window which may be split into
multiple video segments.

e The IP CCTV interface shall support simultaneous viewing of live and recorded video.

e The IP CCTV interface window shall support at least 16 video segments or the number
that the 3™ party manufacturers API will support on the provided PC hardware.

o Aright mouse click on a video segment will show a context menu where monitors can be
locked (to prevent camera changes), video replayed and overlays selected such as
time/date and video camera name.

e The IP CCTV interface shall support a user initiated ‘Snapshot’ report facility. This will
allow creation of a Snapshot report for a single camera or multiple cameras. The
Snapshot report will contain a combination of live and/or replay stills for the selected
video streams.

e The SMS shall provide the facility for a user configurable set of rules that can be executed
in response to a software event within the SMS system. The user shall be able to, for
each accessible monitor, configure the layout of segments, the camera to display in each
segment, the mode of the camera either live or replay. For live cameras it should be
possible to define a pre-set position and for replay it should be possible to define a pre
and post trigger time and to determine how the replay is executed. It should be possible
to display the same camera in separate segments with both live and replay occurring
simultaneously.

e Upon an event trigger, the SMS shall command the CCTV system to construct a pre and
post event replay sequence and provide a video output which will comprise the pre and
post images. These pre and post images will then have the option of continually looping
around the alarm event, to play and freeze or to continue playing the video footage from
the alarmed cameras. The SMS will provide via an on-screen window including user
controls pause or to adjust the replay speed. Further commands shall be available to
clear the alarm sequences and live display. v
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e« The SMS shall provide the facility to configure options for restoring the display once the
event has been cleared to either, do nothing, restore pre-replay cameras or display
specific layouts, cameras and pre-set positions.

e The SMS shall provide the ability to select a camera by either dragging from the map
display, or via a Window allowing selection from a list of on-screen cameras. The user
shall be able to drag and drop the required camera to be viewed into any visible segment.
Where the target segment in which the camera is to be viewed is on a remote target this
shall be achieved via a screen mimic Window layout.

e The SMS shall provide an on-screen emulation Window provided with the controls
for: Stop, Pause, Forward, Reverse, & Play.

e The SMS shall provide the facility to right click on any camera icon on the SMS CCTV
display window and select playback of the camera video starting at 10 seconds, 30
seconds, 1 minute, 2 minute, 5 minute, 30 minute or 1 hour ago.

e The SMS shall, for any alarm event displayed in the list of active alarms, provide the
facility to switch to either live or replay mode and to select playback of the associated
cameras starting at 10 seconds, 30 seconds, 1 minute, 2 minutes, 5 minutes, 30 minutes,
or 1 hour prior to the time of the alarm event occurring.

e The SMS shall provide the facility to right click on any circuit icon on the SMS map display
window and invoke the camera selections that would occur in response to an event on
that circuit.

e The SMS shall provide the facility to create an event report and for each applicable entry
in the report, invoke the cameras associated with the trigger event in either live or replay
mode.

e The SMS shall provide the facility for a user to create and recall user defined favourite
layouts for each monitor display for which they have access. The favourite should store
the segment layout, the video content of each segment, and where applicable a pre-set
position.

e The SMS shall provide the capability, via a configurable button or portal, to recall favourite
layouts on one or more monitor displays.

e The SMS shall provide the capability to click on a region of a map (called a Camera
Portal) and automatically select a predefined number of cameras to predefined monitors,
including layout, segment and present position.

e The SMS shall allow user configuration and changing of the above Camera Portals.
These Camera Portals shall be user configurable for colour, border visible or completely
invisible.

SMS - Display Controller (Video Wall) Software Interface

e The SMS shall provide the facility to call up any of the Display Controller’s pre-configured
video segment display layouts during normal operation.

e The SMS shall select cameras to display on individual video segments by drag and drop
onto a Window that simulates the current Display controller segment layout. Drag/drop
operation of a camera shall automatically reveal the current display controller layout.

e The Display Controller will be provided by the same manufacturer as the SMS system.

e The Display Controller software shall run as a separate process from the main SMS
software. This will NOT be a thread launched by the main SMS software but a separate
and isolated process. A crash within the Display Controller or any the 3™ party
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manufacturers Application Programming Interface (API) used by the Display Controller,
will not adversely affect the SMS software.

e The SMS Display Controller shall be able to reside on a separate PC from the SMS and
provide expansion capability for multiple monitors.

e The IP CCTV interface must support the ability to interface with multiple 3™ parties IP
CCTV manufacturers recording systems and display live and recorded video from any of
these 3™ party systems within the same video interface Window which may be split into
multiple video segments.

e The IP CCTV interface shall support simultaneous viewing of live and recorded video.

SMS - CCTV Virtual Matrix Software Interface

e A TCP/IP communication link connected to the CCTV system shall provide automatic
camera selection to screen and where supported, recall camera pre-set positions.

e The Virtual Matrix driver interface shall run as a separate process from the main SMS
software. This will NOT be a thread launched by the main SMS software but a separate
and isolated process. A crash within the Virtual Matrix interface or the 3™ party
manufacturers Application Programming Interface (API), will not adversely affect the SMS
software.

e The Virtual Matrix driver will use the same drag drop GUI as interface used for the IP
CCTV Live and recorded video control.

e The SMS system shall provide by password, the ability to assign user level configurations
to prevent Operators activating and operating specified cameras and controls, via the
SMS workstation.

e The SMS shall provide the facility for a user editable table, consisting of; Circuit Number,
Circuit description and Camera and pre-set position numbers. Upon an alarm event, this
will then allow the automatic pre-positioning and camera to monitor call-up for an
unlimited number of cameras. Once the alarm is reset, the above monitors will be either
returned to their pre-alarm state (if supported by the interface protocol), switched to a
fixed layout or remain on the alarmed cameras.

e The system shall allow drag and drop of cameras from the graphical site plans to on
screen monitor icons. The user shall hold down the left mouse button over a camera icon
and this shall then trigger the display a CCTV monitor icon panel. Releasing the mouse
button over a monitor icon will cause the camera to be displayed on the selected CCTV
monitor.

e |If the CCTV protocol supports camera video fail notification, then failed camera locations
are to be displayed graphically on the site plans.

e The SMS shall allow camera pre-set call up by the selection of user definable ellipses on
any of the site plans. Selecting an ellipse will cause a single or multiple numbers of
specified cameras to move to specified pre-set positions and be displayed on a monitor.
These ellipses can be displayed as hatched, outlined or invisible.

e The SMS shall display active CCTV icons on the graphical site plans. A left mouse click
will call up the selected camera to the users default monitor. While the mouse is above a
camera icon, a right click will display a CCTV camera control Window. This shall allow the
user to drag and drop cameras to the monitor of their choice, recall a camera pre-set
position, recall a sequence and control Pan/Tilt/Zoom/Wash/Wipe/Focus Near/Focus
Far/lris.

e The SMS shall allow the configuration of monitor sequences and tours by drag/drop
operation of cameras from the graphical site plans into a configuration table. These tours
and sequences will include the configuration for camera, monitor, pre-set and dwell-time.

N 2
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e The SMS shall provide the facility for logging camera activity initiated manually or
automatically via the SMS.

e The SMS shall provide the facility for adding and configuring salvos of cameras and pre-
sets to monitors to ‘favourite buttons’ for recalling manually or by a time zone event.

SMS CCTV Joystick PTZ Control Interface

e The SMS shall be provided with the facility to interface to a proprietary CCTV metal
enclosure PTZ keyboard with Operator buttons and LCD display of the currently selected
camera and monitor. The PTZ joystick controlled keyboard shall be connected directly to
each SMS workstation.

e SMS shall synchronise the selection of on-screen CCTV icons with camera and monitor
number selection displayed on the PTZ joystick controlled keyboard so that joystick
control of any PTZ camera is always available.

e |t shall be possible to configure via the SMS, CCTV sequences and tours. These can be
initiated via the PTZ joystick controlled keyboard.

SMS Intercom Software Interface

e The SMS shall provide the facility to setup and configure operation of the intercom system
for all intercoms to Master, Operator Clients, Standby and Fallback workstations.

¢ Allow Touch Buttons to enable when an event relating to an Intercom circuit occurs a
number of additional buttons will appear for easy management of Intercom operations
such as allowing the operator to make and receive calls.

¢ Answer Call on Accept so that operator accepting an Intercom alarm the call is
automatically answered by the operator.

e Calls shall be terminated from the Intercom desk-station or graphics workstation, either
operation shall automatically reset the graphic display.

e The SMS GUI shall be capable of dynamically differentiating between alarm and call
activated events whereby the USER Operator buttons shall automatically display
'ACCEPT CALL' on an Intercom or a call generated event to open speech, 'CANCEL' to
cancel and close the request and 'OPEN DOOR' to open the door from the respective
Intercom call point and automatically cancel the call following operation.

e The SMS shall provide the facility to manually call an intercom/PA speaker by on screen
touch screen or mouse

¢ An Anti-Nuisance option shall be available to temporarily inhibit intercom calls, where the
call button is being repeatedly pressed.

e A minimum of two on screen dynamically displayed buttons shall be available for ‘Open’
and ‘Close’ of the associated entrance control when the call is connected. On screen
button widths shall be sizeable.

SMS BACNet Software Interface

e This SMS shall provide an interface to allow monitoring of all Analogue and Binary
Input, Output and variable values from any BACNet capable device.

¢ The software interface shall be configured to either receive a broadcast change of
value notification for each monitored value or can be configured to subscribe to
change of value notifications.

e It shall be possible to configure the system for a number of possible BACNet protocols
that can be used including: BACNet/IP, BACNetAnex H, BACNet Ethernet, BACnet
MSTP & BACNet PTP.
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o The SMS shall provide the facility for the setup and configuration of Alarm templates
for:

o Variance. The Variance is the minimum expected variance in reading that must
be detected within the Walk Test period to consider that the reading is reporting
correctly. If insufficient variance is detected within the Walk Test Warning /
Walk Test Alarm period, then a suitable warning or alarm will be raised.

o Precision. The number of decimal places of precision that should be displayed
when showing values for readings of this type.

o Min. The minimum expected value for readings of this type. Used for
configuring the associated reading's Gauges and Sliders.

o Max. The maximum expected value for readings of this type. Used for
configuring the associated reading's Gauges and Sliders.

o Walk test Warning. The Walk Test Warning displays the value specified for the
period that a reading can remain at a constant value before a Walk Test
warning will be raised for the corresponding circuit. The value entered shall be
specified in Minutes or Days

o Walk Test Alarm. The Walk Test Alarm displays the value specified for the
period that a reading can remain at a constant value before a Walk Test alarm
will be raised for the corresponding circuit. The value entered shall be specified
in Minutes or Days.

o Active. This is the text that will be displayed for Binary readings when the
relevant input, output or variable is set.

o Inactive. This is the text that will be displayed for Binary readings when the
relevant input, output or variable is not set.

o Alarm Delay. The Alarm Delay displays the value specified for the period (in
seconds) that a reading must remain in an 'alarm' state before the SMS alarm
is raised for the corresponding circuit.

o Clear Delay. The Clear Delay displays the value specified for the period (in
seconds) that a reading must remain within an 'In Specification' range before
which the status of the SMS circuit can return to a secure state and outstanding
alarms can be correctly reset.

o Display Gauge. This is the gauge type that will be used to display the current
value of a reading.

o Setpoint Gauge. This is the gauge type that will be used to allow the operator to
adjust the various alarm thresholds for a given reading.

o Autonumbering Start Cct. This is the circuit that will be used to automatically
assign circuit numbers to new readings as they are added / imported into the
SMS. If the Enable checkbox is checked then auto numbering will take place.
Otherwise each reading must have a corresponding SMS circuit assigned at
the point when it is added / Imported.

o Enable. Indicates if auto numbering of readings is enabled.

o Low Deadband. The Low Deadband displays the value specified for the
'deadband' around the Low alarm set point. When this value is set an alarm will
be raised when a reading falls below its Low set point but the alarm state will
not be cleared until the reading has increased to a value of Low Deadband
above the Low set point. i.e. If a temperature reading has a Low set point of 15
degrees and a Low Deadband of 1.5 degrees then the Low alarm will trigger if
the reading falls below 15 degrees but will not clear until the temperature rises
above 16.5 degrees.
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o Low Threshold. The Low Threshold displays the value specified for the
threshold at which the corresponding reading will be in a Low Alarm condition.

o Low Priority. The Low Priority displays the value specified for the alarm priority
of Low Alarms raised for circuits that use this Alarm Template.

o PreLow Deadband. The Pre Low Deadband displays the value specified for the
'deadband' around the Pre Low alarm set point. When this value is set an alarm
will be raised when a reading falls below its Pre Low set point but the alarm
state will not be cleared until the reading has increased to a value of Pre Low
Deadband above the Low set point. i.e. If a voltage reading has a Low set point
of 10 volts and a Low Deadband of 1.5 volts then the Low alarm will trigger if
the reading falls below 10 volts but will not clear until the voltage rises above
11.5 volts.

o PreLow Threshold. The Pre Low Threshold displays the value specified for the
threshold at which the

o corresponding reading will be in a Pre Low Alarm condition.

o PreLow Priority. The Pre Low Priority displays the value specified for the alarm
priority of Pre Low Alarms raised for circuits that use this Alarm Template.

o PreHigh Deadband. The Pre High Deadband displays the value specified for
the 'deadband' around the Pre High alarm set point. When this value is set an
alarm will be raised when a reading rises above its Pre High set point but the
alarm state will not be cleared until the reading has decreased to a value of Pre
High Deadband below the Pre High set point. i.e. If a temperature reading has
a PreHigh set point of 60 degrees and a deadband of 5 degrees then the Pre
High alarm will trigger if the reading rises above 60 degrees but will not clear
until the temperature falls below 55 degrees.

o PreHigh Threshold. The Pre High Threshold displays the value specified for the
threshold at which the corresponding reading will be in a Pre High Alarm
condition.

o PreHigh Priority. The Pre High Priority displays the value specified for the alarm
priority of Pre High Alarms raised for circuits that use this Alarm Template.

o High Deadband. The High Deadband displays the value specified for the
'deadband' around the High alarm set point. When this value is set an alarm will
be raised when a reading rises above its High set point but the alarm state will
not be cleared until the reading has decreased to a value of High Deadband
below the High set point. i.e. If a voltage reading has a High set point of 250
volts and a deadband of 15 volts then the High alarm will trigger if the reading
rises above 250 volts but will not clear until the voltage falls below 235 volts.

o High Threshold. The High Threshold displays the value specified for the
threshold at which the corresponding reading will be in a High Alarm condition.

o High Priority. The Pre High Priority displays the value specified for the alarm
priority of Pre High Alarms raised for circuits that use this Alarm Template.

¢ The system shall be capable of providing animated graphics providing real time
displays for Analogue values of Flow, Running, Current, Voltage, Temperature,
Humidity and Binary On/OFF states.

e The system shall provide the facility to select from a range of circuit ICON types and

Display Gauges.
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SMS Fire Alarm Interface

e The SMS shall provide the facility to interface via an RS232 serial interface to a fire alarm
system for the reporting of point annunciation of fire detection devices including break
glass call points, heat and smoke detectors.

e The SMS shall provide the facility for monitoring panel and loop faults and report any
communication failures (subject to the manufacturers third party interface protocol
capability)

¢ Where supported by the Fire alarm panel interface protocol, the SMS shall provide on
screen keypad emulation to allow the panel to be operated remotely

SMS Access Control Software Interface
e The SMS shall provide an interface to communicate with the Access control server PC
controller for access control alarm monitoring and door control software module to provide
the following features:-
o Access control alarm event log monitoring
o Access control card event monitoring
o Provide the facility to display, access control ‘active on-screen’ output icons to
allow the Operator to remotely operate on screen.
o Retrieve Photo ID from the Access database for valid badge, invalid badge

SMS Mimic Display Software

e The system shall support a Mimic screen video output separate to the main GUI where
the alarms can also be shown using Icons or Highlighted Alarm Locators (HAL’s). These
are defined as highlighted shapes which can be superimposed on the graphics to clarify
alarm events. These HAL'’s shall be size, position, colour and transparency configurable.
They shall be any shape, contain multiple border points and allow area fills. The HAL’s
will not be simple predefined shapes.

e The mimic will display a single graphical overview map on which all alarm events will be
shown.

e The mimic will also allow user configuration of groups of inputs that can be represented
by an always visible single icon. If the mouse pointer is hovered over this icon then the
status of the group will be displayed including input states, inhibits and alarm conditions.

e The Mimic will have the ability to show other general status information such as alarms
counts, total number of inhibited circuits, total number of active circuits and a real time
clock.

Exteriors Site, Building & Internal Floor Plan Graphical Maps
e Models shall be created using accurate Auto CAD files or top down views of the desired
area.
e Models shall be created using the Auto CAD drawing scale provided by the end user to
include the following;
o Buildings shall be simply modelled in block form, excluding details like windows or
doors unless specified.
o Roof top down views shall be accurately modelled based on images supplied to
provide a realistic view of the site.
o Roads, pathways, grassed areas and parking areas shall be added site dependant.
o Fence lines shall be added in either in block form or plane form depending on type

of fence. p—
4, ,,,,, -
- " PR - " 9 5
TC-22-11-412 4 Sl 3 Al Aaal 8 21444/05/14 : Jaay) 5,5 3 2;% ;

"oy, s . ZAA
" for pccred™



23 gl Ay yal) ASLeal)
ya0i20Jl yroiiol) dageu dual M Coaainal paiall A3 yrdl el

il el saa 5 — A8 jitiall cilarsll 5l

Saudi Authority for Accredited Valuers TQQEEM iliaal el 5 Ja syl A S

o Building floor plans shall be simply modelled in block form detailing windows, doors
corridors, stairs and walkways.
o Colours shall be generated to match as near as possible site materials.

e Once created the model shall be exported into a separate rendering programme to
include;-

o Materials added on to the different models depending on the texture. Textures are
mapped onto the models to create a realistic render.

o Lights added into the scene to create simple diffuse shadows to add a realistic
perspective.

o The model shall be created in a top down perspective view and then pitched at a
65 degree rake.

o The model shall be rendered in a high resolution RGB 48bit colour PNG file at an
output of 1268x763.

o The rendered image shall be taken into a post-production programme where it is
placed on a grey gradient background at 1268x763 200dpi RGB.

o Titles shall be added in the image using 14pt Helvetica Neue font and then
underlined. The first part of the title is shown in bold the second part is in roman.

o If the image is a zoom view a thumbnail site navigation view shall be added and a
box is placed round the viewed area.

o The image shall be saved as a 200dpi JPEG image.

SMS Manufacturer Responsibilities
The SMS manufacturer will be responsible for the following: -

To provide a dedicated project engineer for the project
To provide data sheets detailing configuration and connection for all control equipment
to be interfaced to the SMS GUI to the security contractor.
Liaise with the security contractor to obtain all system drawings, detailed with the
location of all detectors, CCTV, intercoms, fire, detection points, access control points,
text descriptions.
To Liaise with the security contractor/end user/consultant to: -
o Agree graphic map orientation and map details prior to production
o Obtain end user approval of all graphic maps
o To obtain all icon locations detailed on site drawings, text descriptions,
input/output cause and effects for graphical video and audio verification where
available.
o Pre-program and configure all icon locations, text descriptions, input/output
cause and effects for graphical video and audio verification where available
To preconfigure the PC Server and workstations; deploy the software and pre-test
prior to onsite installation.
To liaise with the security contractor to obtain all necessary IP addresses prior to
installation.
To deliver the pre-programmed PC workstations to site for installation in a rack or
desk mount enclosure supplied by others.
To assist with connection of the onsite workstations (all 240v power, Ethernet & serial
cables, and connections by others)
To carry out a practical demonstration by selective witness testing for each associated
software interface driver
To commission remote/support connection (preferably via TeamViewer).
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e To provide engineer training on the operation and USER configuration of the system
e To provide on-site end user OPERATOR and MANAGER training
e To provide a certificate of warranty on completion following training.

Jardl mali 2 59

eJlae ) 2l Lea sy A A8 Ll g Jaadl a5 ety it Tt Taali g Al i e e oy o sl e
JS elgil s ean iy adgal) Jahs alaie US55 Jlee Y1 las A D) clileall aili g cldaliil) 468 Lie 5% of () 2Lyl
el el S of e ep sl g A slhaall Jlee Y1 sl dalal oy ) il il Glld g ¢ guia JSE JeeY) e 5 0

Agie) Jslaa s Ay a sy JSS e Slais

Jlee ¥ Ld% l<a 60

eV Al sy Dggll haaad ) GSLYT o) Aagell i 1 i) 8 Jlae ) 28 s

Sl sl Jgaa 61
() 3 Gl cpanm 38 pal LSy )y B

[:y“ _—

¥ AN

A~ —
TC-22-11-412 :Au) SN o L) Aaall 21444/05/14 < ylaay) &5 2 %
‘%;,%\%“//;D

() &
Y for Accre®™



13 gl Lyl ASLea))

uraoieod groiiol) dyageul dall @-.r.lQJ Cradinall (prasall 0 grid) Apgll

- O \ - _ “< O - 3 - \ ‘

Saudi Authority for Accredited Valuers Tg Q E E M Sl il “;J; ﬁi:;‘d :"\‘jl:t"s
< sy

sl gall £ palil) anddl

Al 64
el Laldd) Ja g yid) =Y ol

Jaall i lSaY G 5 -calal i 1508 pridal g agilelas y Jleal) aladins Lalaldl il ;i 335 of dlaial e oay ]
Glly 3 Lay Allaad 3y 5 puall culallaial) b gy slaiall o il s AEMl il (5 ,AY) Aadai¥) 5 dpeLaia¥) clindall ol
Al Jils g5 Al dle 1 Jall Jilas 55 aall (Sl

g5 s plhaill L agle Gojlaiall e J81 ()5S YT e el Al 380 0 g Alandl ol aday ol 30V dBlaiall e a0
Jaall 4 38y (63l deadl)

& 85 anal A8 I yulail) Mas) g colaglaill jlana) ddalis 4 ) 5S35 ad gall Jala Gl sall (e 448 15 LDl e Lalisll
Slaial) o Gany Ae g (Sae g o 8 8 gl Jiae ) Caala 6f Jialii Jl ) S8laidll e cang 5 ) sall
Al Sleid) e cany  lShiaally ciial ) ) pal) g Jleadl a‘m‘}:\;‘ao‘m D2 g Dl Bl

Aails ga G LI Hlalae (e aall 4 331 (5 AY) il A5 5 () yeY) e dse 5 el

a8 aall Aelly dagh o US4 slhaall ol gall e 3l da 33U 3 50ad) cld Alalall (5 8l g3 dBlaiall e om0
(5) i 4ia Yo AT adly (i 05 4 e e e (i (gl alatiad Sl (e — S — Qs o I 5aY)
A F ) e pll dsad

o Al e gl Sleall @lld L Lay a8 gally cplalall 5 il 5 Cpasigal) maen () (e 2SEH Sl e oy o
gl (e dina Culalall aead can ) Jas die dsa s Gl Caagyy dall 138 8 agale i) Gl (e SBleiall AJUS
) dliall ) Aigd) ol 5 pdlae Jand S (0 il 5 el cJlaall) Slaiall Allee A J5 calls Al 32y
Jlae Y 28w 53 ga lacal Glld

Al Jhao At Ll 35 L3 cilaslal) cpo 6lly 5 cJondl el

ASLadl) b Lgy J penall akaiS T 5 dpallaill ile) ja Y] Conen Alleall Za 33U llEY) ) aialy Blaiall 3l

Al bl ) sl 5f Akl S 3 Jeall Al Alee (apndiy et 3l -

Gladdll g JleeY) it A€ 65

Agl) e Laalaie) axy dlaiall (e da yisal) 40V (gaadal Sl

sagall clialga 66

iy B ) oy Ly Al jlad) Slaiall e cang s osllad) Glaill 38w 3 4 gladl) 52 gl cilieal gay Sl & 33k
e K asall oda oo g 38 CObaed ol il et sl Al Jlee W5 3334l alid) 5 sadl il JEieY) axe
33 3al) adud) a8 Alexiosall Lgansi g alad) o) sall s 5l 60l sall s

L) clial ga 67

3005 Aaladf g1 5 ) 5 Al s LSl s ALl 3 Al s 5 5 Al s Bl o e DS Slaal o 5y
el gl Lalai¥) s3] JU Za U cilllia¥l s el aY) g M85 Gacars e s dall Jas 3Lk 8 Riggll Laoaas

TC-22-11-412 4 S i Al Al 8 £1444/05/14 :)laaY) &)1

0y, - e
Y for pccred’



fa sl Ay ) ASLed)

uraoieodl groiiol) dyageu iyl @-ﬂQj Cradinall (prasall 0 grid) Apgll

- O \ - _ “< - b - . - \ ‘

Saudi Authority for Accredited Valuers Tﬂ Q E E M Sl il i ﬁ‘j:;‘d :"\‘jl:t"s
< sk

) o ginal) cilylbiia 1 aalil) audl

VIR PR I |

il o Jlee ) 25 vie @lly g dudlial) 55 8 5 ) ) Al Y1 AGEL o) 3V Gedliid) e cany

Ciladia éi ADliuly a8 Gl caial) By LT Al Y Al i 4 ) s & i) o)l 381 Hay Al asfin G
by g ol o slaiall Juan il cilaiall iy & Jan Vg iy pe Lasall aly IS Jla 4 4@l b 3 jae
AgesSall il il g el s sinall L Lginia g i) dayl uall

6 sinall L W jaai Al el 1Y) A 8 A jaal) Ak gl colaiiall agluty Tealal) cilladeilly o) 30V Sleid) ez
AgesSall il yiliall 5 el

il sidall 5 Jaall s sinall An b jaead Sl dpel ) AN G sl daalall Jal sually o) 5V Slaid) e o
e Sal

dib gl ciladial) Juadi 2

S ) A sl 5yl Ll s Ll (s sinall a2y (3 1ol i jel) cona” i) il i
Gilis 8 S o Laa 7 10 Aoy e f LpiaW) claviial) pas jliiels el g (5 ymu Juadli "4l (3 gual) 3 ds 0l
el ) A 3 Ayl e Al ) caiiall Gl o ia el

fan dmje 4 ey ob )98 250 e ALl dalinal) cludlial a5 cludlie 3 (iaall asie o5l G
Canly ol Jla b il of Agida 983 ) gal) Claiiall Cul€ 1)) Lo cilaaS o & peania sl o 330 LeS dila o) claiiall
Clatiall e ) atid (el Jgan  dpial 5 ddae claiiall €13 Lo gl Al gl Clatiall as e (a2l
Clatiall Ao A Ll Co et Al gl clatiall das h Wle (g yall i U (g pmad) Jrualill quzads Y 5 G|
el 311 AN 850 ) o)) colaiall Gl 3 Jany Vg (el Al laals 455l oy ) 5 (pudliial) o il 3l dgida )

ol & Sl aail i ¢ jall e Aediall dila ol) Cilaiall duasy el gl e sl Al & dlaiall ol oD 1) 2
giiall (g pmad) Jpatill A0 (alall Galdll o)y sa Ll Ty culal jall g <l siall (om yra () sSs Silaial) ¢l
_@LJ&\

Ak gl el dany (5 5<5 5 yuadl Gl b giall 5 el il Gadai m al o

330 1) el 5 el J slasy L jlia 5 ia yall (8 Aesiall dgida gl Cilaiial) das dxa) je al g el &8 die o

dlglasia) 23 3 ik gl Cilaiiall duas 5 i jall g3 Aadial) Ayida gl) cilaiiall das (o CIOGA) aa g 138 | i el B
ALl o) ) s o ALiad) elac ) die Ly dinh 3 & Do) oda ¢S5 Cuny JAY) duaally 389 o

TC-22-11-412 4wl S o Al Aaal o8 21444/05/14 : aaY) &,




fa sl Ay ) ASLed)

uraoieodl groiiol) dyageu iyl @-.r.lQJ Cradinall (prasall 0 grid) Apgll

- O \ - _ “< - b - . - \ ‘

Saudi Authority for Accredited Valuers Tﬂ Q E E M Sl il i ﬁi:;‘d :"\‘jl:t"s
< sk

man,‘t}m@m,@u)u\dp‘mg._gs)sﬁw:m@\M\wvmmsuf@uw&% |
ek L Sl

Leiallaa 5 Al s
M) Jd cliaadll & 5a 5 (Secure Configuration and Hardening) (masill s cilalac U daa) e ¢l ja)
k_:\‘):uzlnj @)Lﬁml\ Ol g

il any Gl 5 e g pially Laladl Clima ) 5 clipdaill y odat vie ) jaall (Y1 lllaia sle ) e pailiiall e aay o

ok

.(Secure Coding Standards) <laulaill (¥l o shaill julas aladial

(Libraries) L dualall cilaSall g cliplaill ) g <l 52Y 48 5 ga g duad jo jaliae aladin
Al A yad) Auiay) clillaiall cilislaill elisind (saa (e g8l LA o) ja)

il G (Integration) JelSil)

) Jé clinaill a3a 5 (Secure Configuration and Hardening) osasilly Glalae 3 daal je ¢l ja)
il Gl

L

A IS Al A Al Gl can il acall g (el 5 a1 5 5 jea) anes diaai a2

st Jstally dalall LA pues 4 al @ pall iasall zeasalls HL)

o 85 Loy Jslall i (e 458 3 e slaall S Gl Jpemnll isall dtigh cilaladal gues e g LY

U

o

Al Cllaie

i) Jslall calle a3 el S lae el o6 o can

b JS e alialy Jal (i e Aisglly Q) 3258 50 Lol sl 82l i 1) Gliiall e comy

Jaal 53 L8 51 5 a jliiall @l Juualisi HS3 ae edpualall €l s GO DA Alilas o ldie 25 51 8 puiliiall () S,

ol .z

(A8 i je e L ASI) cilgall

o L

AU Clagiail) g slaie W) claled e Stala Gadliidl o &

elle ol aaina dly i 05 O g

(Telepresence Video Master) i el cilelaia¥) s cLai¥) dadail & aainall &l 4
(Telepresence) 4l Glelaia¥) 4038 adll Aadd 4ty daina oy )b

Advanced Collaboration Architecture Specialized 3 sl CYLATY) araal (& ad6ie ol )l

Partner
Advanced Security Architecture Specialized —losladl (ul aaai A dainay adiie &l b
.Partner
Advanced Data Center Architecture Specialized <Ulull S s areai 8 Minay e el b
.Partner

(DC) il 35 e (R&S)lensdl 5 cnall) i (CCIE) &Yl sl o dosla 55 o
.(Security) c=¥! 5 (Collaboration) sas sall Ylasy)

TC-22-11-412 4wl S o Al Aaal o8 21444/05/14 : aaY) &,

0, i

P N’

- e
for Accred™®



s yand g a) ASLeA)

wya0deoJl yrolsol) dyageuul dyall M Craainall Gragiall 430 gl Al

Saudi Authortyfor Accredited Valuers  TRQEEV] S idall 82 5 iﬁ;ﬁfﬁlﬁ‘
= 3=

clialall 1 pde galal) audl

e aal) i 1 (1) @ale

Sal) 3 gad 1(2) Gala

G Jalil) 73943 1(3) Gala

Sl g clsasl) Jgaa 1(4) Gale

Gligh e (38 daild 1(5) (gala

835l gad 5 352y daild 1(6) @ale
rdliiall A8 L) <l il g au Lial) 1(7) Gl
g ol Jas (31 b i pd g DM 5a 1(8) Gala

TC-22-11-412 i SN 23 L) cdal 4 21444/05/14 :)laa) &)

0y, e
" for pcere®®



0 gl Ay ) ALl
wya0deoJl yrolsol) dyageuul dyall M Craainall Gragiall 430 gl Al
i il Bas s — &S jidall cileaall 5 1)
Saudi Authority for Accredited Valuers - TR/QEE[V] S il *“i h‘%}:ﬁ iy S ijs
3=
1) a8 3

() o) (3G9 aia (38 1) (Aual) sla o) il

Cpdaizall paitall 403 gead) Al /320
54.31.5_),\‘541)\ :*AAJJ?S:\S& ?M‘

1o e 5 (el gl (sl A Aat) Al et 5 k) A Aalal TC-22-11-412 8 5 idliah L) 5 L)

o gl uen @l 5 colinf Jsanll G 5 oS3 Adlial) e Aa) 4 slhadl) ciloaadl s Jlee ) 2l Il Lia je s
kel 5 clialal 5 Audlially ualall il sall 5 o gyl ) HS 8 83 sl gl 5 lal FIV1 5 byl 5 lial sl 5
Juac Y1 dxgala LS 5l 5 liand f amy Gll3 5 g5 el il aaaall ey 50 (g Lo sy nens (90) 52l Tallian 5 clgne 438l

dae) A Liils (e s ppeas ) eUadl 4 4 5 jase Janii O Agll ol L LS elgy Aapmall 20l gy 5 4 sllaall ilaxall
o=l 1

(As) ol (L) ddaat

ol Alleaal) Al

il glie

(miadl) Al 223) (m yall Ailgal) Adlaay) dal)
Al el Ay jm ALald e

%15 diliasll dagll dy

(Adliadl) Lol Ay jm Sali) lea! alual)

(0Bl ppd ol e o pal) (2 5 iy La 38 ) (2 shall Gadd)

TC-22-11-412 4wl S o Al Aaal o8 21444/05/14 : laaY) 5 )5

0y, e
Y for Accred™”



wlaoieoll yroidol] dagoul dyall

Saudi Authority for Accredited Valuers TQQ E E M

-

3) ety 3
G Jalil) julea

A0 gl Ay ) ASLaal)
Cndaizall (praiall 430 graal) Al

Gl yidiall Bas g — AS yidall cilaaall 3 )

il gall 5 o g il Al S

Qs

el

-

ARl ol padd) — Ay ey g AuSAl <) jasl)

%50 Jaalill calls Jlae 85 A <l i EOEN JDA 32l ay )Ll 22e 33l Ll 2ae
%10 Jaalil) (alla e (85 a1 ol i OGN ISy liiall e Mes) 3hial oy jLiiall dad
%10 Jaalil) Calla e (8 e Sl ilgadl ae Aall oy Ll 8 e 1o o il Jana 3hiall ay il gl
%30 daalil) Galla Jlaa 85 sl <l s 2ae 5 Al Gl i dae
%100 saaal)

8393 = Ao lay) g Aal) <y al)

FAS Al (sl Aagiall 83 gl Jlasa Hplaa oo L

sasall Claa Huleae

dadld) g dauall g Aisal) julea — 4y 1Y) g Auddl) <) sl

Aol 5 Al Rl Gl ulee o Lo

Aailal) Aablatl) cla) 5N — Ay lay) g Addl) ) yadl)

%50 Al a il dae Allall a slial
%50 Gl o Al ay jLial) A Ll L) aaa
%100 gaaal)

Ag ) 3yl gall — A lay) g Adl) < jadl)
%50 Ondla gall 22 cnals gall d2e
%50 ) (pia gl A |y (i el

%100 i el

%50 (e daw AY) Gl A 4pasl) A
%20 (Aalle L JAY) J sl A Joshaill dus
%30 (Ao dass JAY) Dyl A ol A Ay ) W gand) s
%100 Al il a8 £ gana

TC-22-11-412 Al Sl G

Al Aaaall 8 £1444/05/14 :)laaY) &)1

%o, Q>
Yy for Accred‘\e



20 ganal) Ay yall ASLadl)
wraodeodl groddol] dageul dyall M Crpadinall Cpafall 93 guud) gl
Sl yidall 3 — A4S il caleadd) 35l
Saudi Authority for Accredited Valuers TQQEEM == hi‘ loa sl ‘: Ll Mf:s
a5
4) A&, G

(Sad) o al) (39 Crana (38 1) and) g cibyasl) Jgan

Haay) el I )
Active Part i) Aud el s
b, L,
Al RS “lical gall Cooa i Y A0S s laa )
2 | Je el s SO HIASE S 5 | perimeter/DMZ NGFW 1
L, L,
RES B “iea) gall s Aol o) AS0EN Ales Hlaa
2 | s bl AR AN NGFW 2
L, L,
RS 4l “Naa) gall Cawa 4S50 448 “le ) el .
18 e - Al 450 ‘_;_! ’”y& y | Campus Access Switches 3
i L
A REKS “Nia) gal) Crun AS0EL 4wt ) Cile gl
2 e Sl i £ ‘_;_’ J”JA y | Campus Core Switches 4
L L,
s RS ol gall o A ) bl S e Cile
2 S | T s Rl i )S)AZ SJ] ’u“ Server Farm TOR Switches | 5
i, L,
PR B .
2 BIVEN 4 . DMZ Switches 6
4 slhaal) Cilial sall >
F f \
. N CO | v )
TC-22-11-412 sl SV 8 A Aal 2 21444/05/14 < laay) 5 5 ——

9277




uda0deoll groddol] dyageul duall 0 00

Saudi Authority for Accredited Valuers TH QEE M

A0 graal) Ay yal) ASLaall

Cpdaizall Cprandell 430 graall Al

b yidall sas g — A< yidall caleadldl 3500
Clacal gall g da g 3l Al S

L L
EES TS ) )
4 Slea Uil Al gl AN s il @lSed Gle Hsa | Internet and WAN Switches | 7
:uu Zu)
PR PR 5 i<
4 Ol o gllad) il 5l Internet and WAN Routers 8
L L,
Al Al . . . ; , .
69 S| Asthall cliial gall s AL J sa dll bS5 | Wireless Access Points 9
;L§) :u‘)
s A il gall s AL AN 5 100 3 el |
2 e lialsall s % =TT Wireless LAN Controllers 10
4 sl
:uu Zu)
FEES RS 5 e Gliial gall Cana A8 jilall Gileadll e 50 | Fusion Routers (Shared 11
o 4 kal | Service Switches)
:uu Zu)
':Lit.\s 2\_1\:\5 wir - PR G e - .
A A Lial gall s ASLEN diadl 5 3,001 a2l
3 lea Slialsdl ' 25077 027 | DNA Center Servers 12
4 i)
;L§) :u‘)
PR LK . ALals A8l ) Jpm sl 3 2Sa301 8 3¢l | Network Access Control
- A 2 Slea N - * e ) : X 13
4 lhaall clieal sall s i) 3l | System including Licenses
RO
TC-22-11-412 Al S o Al sl a8 21444/05/14 < JlaaY) &6 £

92~ 78




0 o0

13 gl Lyl 2SLedl)
wJr0ieoll ool dagoul duall Ayt . T)mwl\ iw\%aij‘@ﬂ
: . 4 il jidall sas g — A jidall cileadll 5l
Saudi Authority for Accredited Valuers . oy =
J TAQEEM lial ey gl 2l S
L) L
P AU 2 fea G A Hl) Saa gall CYLAW) 0l & | Core Collaboration Hosting 14
e 4 gllaall Slaal 5ol | Servers
:Lé) :uJ
ZES A4S . a4 Hhall 3aa gall YL 201 54 | Edge Collaboration Hosting
2 BIVEN - oy 15
4 slhadll claal ol | Servers
s, L)
RS RS . Gliial gall Caa 430 yall CYLATY) 20l s | Video Bridge Meeting
3 BIVEN 5 16
4l | Servers
Zm) Zu)
RES RS . . .. . .
2 e 4 slhaall Gliial sall s 45 suall 40511 | Voice Gateways 17
:Lé) :uJ
Al A “lieal sall i 3aa gall VLAY aidl 5 , _
124 BIVEN hisalsel) o Bansel) =~ Collaboration Licenses 18
2 sl
:Lé) :uJ
SAE T . il gall s 3 pell VLAY Gasd) 55| L _
s A 9 S, lhalsdl £l Ll }n Video Conference Licenses | 19
L L ) ) 48yl 4 ) LY Clas 5 | Executive and Large
A A 1 e Gldial sall Cuua diasiall 4 30s 5 Alli | Meeting Room VC Units 20
454l | including Speaker Tracking
:Lé) :uJ
A A . Gilelaia¥l Gl 4 jall a¥lail wlas s | Executive and Large
3 BPEN . . . . . 21
4 sl Clial gall Ciua 3_0S)) | Meeting Room VC Units
R
TC-22-11-412 i) S 4 Al sl 8 21444/05/14 : Jlaay) 5 5 Aatall )

9279




0 o0

103 grd) Ay yall ASLadll
20320l (urodiol) dyageul duall rG.‘.'.r.lQJ Craainall (prasall 0 grid) Lipgl)
o o . ) il yidiall sas s — A< jidall cleaall 3 i)
Saudi Authority for Accredited Valuers THQEEM il gall 5 da g, A S
L L
A Ay fea Sleldiall <l 45 ) S¥Lai¥l wlaas | Medium and Small Meeting | 5,
S 4 slaall Cildal sall Caa 4o 5iall | Room VC Units
L, L Fibber Optics, Copper
5l LIS Al ¢ 44 guall < | ’ .
s AT 103 Je ol A DU fpulally @i’;ﬂ\ :Lf.d Transceivers and Stacking | 23
i 2* | cables for Switches
la 1é
4_11_; 4_,1_,‘5) 1 TR fasill 1l &bl jinl s Professional Services for 24
o o == the provided solutions
Audio Visual Systems Ay panl) g dmandd) dadasty)
m‘) u‘) n H
A4S Ay Sea saclall e 35 98 (il im e AL 2?80?(;[) display w/ wall 25
L Ld
PR TR 3 s S0l e (1 85 ol m e ABLE S?aclithD display w/ wa 26
b, L, _
R Al 4 e Saclil) o (51 75 ol (e AALE ZfaclligtD display w/ wall 57
:u) :L‘EJ H
s R e Saclil) o (1 65 ol (e LALE SfaclligtD display w/ wall o8
L L
s A . . . .+ - | 55" UHD display w/ wall
19 BIFEN 32c 8l aa il 55 (plia (i je AALS bracket 29
TC22-11-412 Al S 5, A0l Al S 1444/05/14 < amY) 245 Aatall )

92 &~ 80




uda0deoll groddol] dyageul duall 0 00

Saudi Authority for Accredited Valuers TH QEE M

403 gl Ay yall ASLadll

Cpdaizall Cprandell 430 graall Al

b yidall sas g — A< yidall caleadldl 3500
Clial gall g Ja s il 4l S

92 » 81

L L
REES Al 1 e 4l e 48lE | video wall 30
L L
s TR T ‘ i o sl | POP-out wall bracket for

4 = Fe i ol e owall display 31
L“ié L"L; Video projector 13,000 Im,
A A 2 ea (LsSs50) oae e | WUXGA with 4K 32

Enhancement, 3LCD
L L
TRk Tk . . | Motorized lift for the
; ; . . ol sl S

2 e (0588250) aLall Jlealsae projector 33
WJ 3}“53 Motorized projection
Al s 9 S il 137 sl 41 = e 43L5 | screen, 137" Diagonal, 34

16:10

;L§) :u‘)
TS TS . .. 1.. | Wireless presentation

41 S Y il | ctem 35
;Lé) :u‘)
AU S -
A A . Wireless Handheld

3 Al Y

7 e A Jsene GSLY 04 5 Microphone 36
:uj ;LéJ
R S , . . Wireless Laveliar

4 e Y ST 08 5 Microphone 37

TC-22-11-412 Aas) SV Al sl 28 21444/05/14 : JlaaY) 555 il )




wa0i20]l gooibol) ageuldial

Saudi Authority for Accredited Valuers TH QEE M

0 o0

A0 graal) Ay yal) ASLaall

Cpdaizall Cprandell 430 graall Al

b yidall sas g — A< yidall caleadldl 3500
Clacal gall g da g 3l Al S

:u) ;LéJ
FEES RS . . . e 1L Wireless Dual Microphone
4 BIFEN T S s Sae JuEiul lea Receiver 38
;Lé) :u‘)
PN -3l . - . . .« | 10.1" Table mounted touch
o = 3 i) EPP-L B (I PSCIA Wik
11 BIVEN G 10.1 palie Al e e ual 45 screen panel 39
:u) ;LéJ
RS UL . . ) ... | 10.1" Wall mounted touch
= - 3 i) e yaall e cadia Wi
5 BIPEN Gl 10,1 oalie Jlaadl e e (el 45 screen panel 40
;Lé) :u‘)
A WS 5o e 4 )l Bl Wl Js ) e | Digital Media Transmitter | 41
;Lé) :u‘)
A us it us .
= = 13 BIVES 4aadll il sl Jusinl Slea | Digital Media Receiver 42
Lad i
TRk TS . c aow s . | 8x8 Digital Media Switcher
A - g <) ) il gl
2 S 8X 8wy W amtad W Bbslig 550 ||t cards 43
L L
s RS . C s .| 16x16 Digital Media
& J il gl
1 S 16 X 16 s S n B Bl g 550 | o it cher with cards 45
Ld Ld
A A . .. e e g .
: : 4 BIVEN A0 guall 438 Il 5 LAY #ls | Audio DSP 46
ety
TC-22-11-412 i) < ) Al -aaall &) 21444/05/14 : )la=aY) & )6 a;;ﬂ §§2J

0y, o>
Y for AccreS™




1201i20Jl g Lokl dageu diall
Saudi Authority for Accredited Valuers

TAQEEM

A0 graal) Ay yal) ASLaall

Cpdaizall Cprandell 430 graall Al

b yidall sas g — A< yidall caleadldl 3500
Clacal gall g da g 3l Al S

L L
RS A . . s .
. . 46 BIVEN il e Guie Gisa ySa | Ceiling mounted speaker 47
L L
RS Al o lea Jaall e Cufie gosele Cigea e Wall mounted column array 48
- speaker
) Ld
Al A 4 BIFEN ) 5ill 2aaie G gua adiae | Multi-channel Amplifier 49
i) L
RS A . elf % .
- ' 12 S Gl (el Bl 48 e e | AV Controller 50
L L
RS Al 25 lea 0 10,1 Lokie o i) &l gam a5 10.1" Room scheduling 51
panel
;L§) :u‘)
s RS ) . ‘ .. 1= | Multisurface mounting kit for
| 4a N1 ddaxia S yi dac|d
25 it Cuelll A5l o) Basne o€ e touch panel 52
L Ld
s A4S i i
4 A S el gu‘.d\ (,usﬂ\ 4 2 | AV Rack 53
L, L,
s RS - . . o
49 e dad )l Dl Jade | Digital signage player 54
TC-22-11-412 A < o Al Al o 21444/05/14 < JlaaY) &6 Aaiuall )

92 =83




wdaoieoll grodbol) dagouwdl duall

Saudi Authority for Accredited Valuers TH QEE M

403 gl Ay yall ASLadll

Cpdaizall Cprandell 430 graall Al

b yidall sas g — A< yidall caleadldl 3500
Clial gall g Ja s il 4l S

:uj ;LéJ
A AL S HDMI ¢ s« | 4x2 HDMI Switcher 55
L L
3L PR . sl LS alas HDMI Extender over

4 BIVES ddaill LSl e HDMI GUas s 5e CATBA 56
L L Indoor LED videowall (1.26
A A 2 3.225 - JuSs (a0 1.26) a1 pad s | mm) pixel pitch - 3.225m

1 Sea o) ALaYL(p i) 2 1.814 x (b=2) | (W) x 1.814m (H) including | 57

pSadisas gy hailall e 438 Adles | wall mounted bracket and
] ] controller
i) )
Ak RS 25 Jea w50 2 sine (58 Ko Gooseneck microphone 58
(50cm)
:uj ;LéJ
A A 1 e 4% » 48l e 325 5 | Central control unit 59
;L§) :u‘)
-4 A 5 s HDMI, ) s radl aeusdl olaill Jisa) 335 5 | AV Input Panel (HDMI, 60
j (RJ45, USB-C, Power | RJ45, USB-C, Power)
L L
s A4S ¢ Media Presentation
. . ‘ .S .

1 S ca Al et due | (i cher 61
;L§) :u‘)
) us AR ER " . . 2
4 REEN 1 e K4 is8y saé Jaie | 4K Blu-ray player 62

TC-22-11-412 Al S0 Al Al 3 S 1444/05/14 : J2mY) 235 il

92~ 84




~' | 0 gl Ayl ASLadl)
waoieoll yrodbol dyagoudl diyall rG.\.'!lQJ . T»w\ ifﬁaﬂ\@ﬂ\@ﬂ
. . 4 Gy jidiall 3as g — AS yidall chleadl) 5l
Saudi Authority for Accredited Valuers THQEEM liaal pall 5 da g 520 A S
L L
s AS e 434 ,)) Laie | Digital podium 63
L L
S S G C | | a5 s~ o | AY Management software
1 el | oot Al g g el (RIS in | i cense 64
L L
s A4S . o e gn . . | DS Management software
1 s ot o LY gl 03] s with license 65
L, L, Professional service
S BN charges for Project

Management & Site
Coordination, CAD

et g £ g piall 30y 4l yia¥l daaall o s ) Drawing, Cabling &

. "&‘}H‘Y\Jﬁm&\gﬁs)ﬁcjﬁjﬂeﬂ)‘cﬁjﬂ|

1 da2d ifann ¢ Sl 5 JLARYY ¢ AR (oS3 Hardware Ingtallatipn, 66
Al e oyl ¢ il 5 el Systgm Conflgurgthn,'
Testing & Commissioning,
Project & Handover
documents, System
Training
Passive and Low Current Systems Part Al g bl L) Lo
Ly L, Supply and installation of
Als RS 1 Jala Gl ) €Y ae SN dals S 555 2, 55 | Cable Tray Wyr Grid 67
sl 34 | include accessories above
] ] the cabinets
L L Supply and installation
A RS 1 Jda e A puall G QIS Jels S 5i5 3 ) 68 | Fiber runner cable tray 68
Al 348 &l Y | include accessories above
the cabinets -
TC-22-11-412 :al < o A danl o8 21444/05/14 :laaY) & s el
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L L Supply and installation of
A A 1 Jea e ol sall 5 SOUSY Jals S i 2,55 | Cable Tray & EMT pipes 69
LSl Jaul &yl swnSYY | include accessories below
] ] the cabinets
P P ¢ Supply and installation of
5515 3ead! Oy Ly i QS S s a5 y
AL A 650 gis | Rl i el e S o Jiiy copper patch cord Dark 70
A ETD grey color
m) :}Agf 5 3ea 1 el ol S s 5 Supply and installation of
s S 842 Jis | OF T RS e A e iﬁ ;Cy copper patch cord Dark 71
G T grey color
:Lé) :uJ
RELS A 90 Bs O bl A pem LI S S 535 3555 | Supply and installation of 79
’ s >J! | Fiber Patch Cord- Duplex
L L Supply and installation of
A A Cilaglaall 48 3l (5 S je 48l Al e S 535 0,55 | Centralized UPS for Data
1 A 5a S Aels aedie @l Gl glaall e 5 4 ) | center and communication | 73
shlial <y el | rooms with 1-2 hours
] ] backup time
L, L _— L . . | Supply and installation of
. . o Gl aglie o i o Ol S Ji5 2 ) 68 : .
BN B 7 " . au)&:j G Rl qu}x,.j 4_;; steel Fire rated door single |,
dae il leaf for DC &
] ] j communication rooms
_:..m,) w 2 o Gilall aslie jlaiine (il 1S 350,55 | Supply and installation of
A e i o shaall Gy 5 Al e sleall 46 ¢ | Fire Rated Ceiling for DC & | 75
4e 4 | communication rooms
L L e | Supply & Installation of
r— ra— X 2| UL ¥ i
A S| 25 | poe e & (B0X60) Axiise :EA‘ o jj;j Mero Raised Floor (60X60) | 76
' ’ " | with required accessories.
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Cpdaizall Cprandell 430 graall Al

b yidall sas g — A< yidall caleadldl 3500
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«u\_fs) ;3_)1:; 1 Je Ay A i Jae e S i s Supply_ & install of Metal 77
4 )l e gleall | Ramp in DC
i, ) Supply & install of Access
A A4S , LL.'\ o Uil oSl L] iy S iy 258 Control S_ystem with all
¢ DU sl il Sl 5oyl gren accessories and the 78
licenses needed
L L supply and installation E-
PR TR . . a - . .| GATE (PEDESTRIAN
4 | e s e =527 | CONTROL EQUIPMENT) | 79
o= PEs including all fittings &
] ] accessories
:L«s) :Lagj . o . - .. - - . .
oS T & #lsell 28X xa e pldai S yig 25 | Supply & installation of
o o 2 aldas Gl ) snSY) ren e A Il e gladll 48 2 | Downflow AC in DC with all | 80
4.2 | needed accessories.
ft_; :Cﬁ 38 e b ) e i ol S 5 )5 IS:;_up]E.)I);]? mstalltatlor] Olfjc o
X ¥ 1 L o el e shaall i gt ) i shal irefighting system in 81
2 ) )yl e data rooms with all needed
accessories.
L L Supply & installation &
ZukS TRk LAY e 1yl o5 s S 2550 power on of Parking System
.. . . RO with the screen, gate
1 ?\L.: 2aad Ol ) Gl ol o )8 g bl gall jaden g . 82
B )€Y s o sl 3 s (3) barriers, car plates' reader
§ for 3 basements with all
needed accessories.
L, L, Supply & installation &
A A 1 s 48 jal 40 480 jall aUas Jiadi g S 55 2 )58 | power on of environmental 83
¢ A bl tas e Gl e slaall | monitoring system with all
needed sensors-in DC only
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Cpdaizall Cprandell 430 graall Al

b yidall sas g — A< yidall caleadldl 3500
Clacal gall g da g 3l Al S

Zu) Zu)
Al FEES 1 s S el diail) 4l 3 ))a) Jadii s S s 258 | Supply & installation & 84
e .. & .y
43I 5 jea ) amea g UL | power on of DCIM
L Laé Professional Services
Al Al e Juel Jadi Al &) 5iaY) @leaddl | involving DC & data rooms
1 . dala S s dge Hil 5 cdanad Il SULA | works, Cable Tray 85
el 5 LC Aekail (S 5 jlasl y 3Ll | installation, and LC
Systems Installation Testing
and Commissioning.
L L Supply & installation &
Al S 833 50 duaidd 4o B sl ll S 535 3558 | power on with training &
5 cuial) lall dalail maea oy JalSill 5 b ) | licenses of Integrated 86
el dee @Al ol aa Sl )l | Safety Security Software
Platform
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